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2 EFRFH

2.1 FRRFH

F P RERK LT %M, A5 ReMA 00S SDK Java hitAk:
® [UEMAREZRIKF, JFil 00S k% .

® % IDK 8 Ll FRRA,

2.2 FRENHIE)SEUE

AccessKeyld 1 SecretAccessKey /& H J11Ji1a] O0S HI% 4, 00S 2xilid & R IGEH F H % 5
R, EZEME . =T AccessKeyld il SecretAccessKey HI/4H, & FiEE (00S JF &k #E X
Y o

2.3 FREH
SE RIS P BT 3 SORYE Ry (00S TFEESCRYY , TR Z1E SDK Riis & 1h 15 %
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2.4 THERE

B T URIE T %K oos-java-sdk-6.5.8.zip 4R L, EIAIRNA B G IR, fREE SO S BRAN
=AY, 0 Loos-java-sdk-6.5.8.jar] 4 sdk i jar f1, H=% [third-party] K jar S0/ A
sdk T I EE = J7 10 jar £, Ha Lexample] F SO A sdk 48 R BIACHS

WP HEAAE CEHP TEY SACHER A jar &, A 8eEH sdk. W A )2
Eclipse, W|7E Eclipse "Hik#t TFE, # ik Properties > Java Build Path > Add JARs, i+
RS BT JAR SCHE. Wl 748 FH 2 1dea, T4 3224 File>Project Structure > Project
Settings > Libraries ¥ E KA JAR XX, ik Module 8 H 1% 2
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3 SDK fERRE

3.1 BEARE

i sdk V517 OOS MIARSS, 75 B E LRI AccessKeyld. SecretAccessKey AR 55 i b i
endpoint, P IRkSS o] LAME A [F]— key FEUERBEAT U5 A, HAS [F] (0% IR 55 75 48 F AN [ (1)
endpoint BT V5] . OOS KMk 55 imitihib it 2 W, (O0S A&+ 30D .
PLRACHE 7~ F T #7547 AccessKeyld. SecretAccessKey F1 endpoint )% & :

package cn.ctyun.test;
public class TestConfig {
//00S_ACCESS_ID
public static final String OOS_ACCESS_ID = "your AccessKey";
//00S_ACCESS_KEY
public static final String OOS_ACCESS_KEY = "your SecretKey";

//00S_ENDPOINT
public static final String OOS_ENDPOINT = "https://oos-cn.ctyunapi.cn";

//00S_ENDPOINT_MANAGEMENT
public static final String OOS_ENDPOINT_MANAGEMENT = "https://oos-cn-mg.ctyunapi.cn”;

//00S_ENDPOINT_TRAIL
public static final String OOS_ENDPOINT_TRAIL = "https://oos-cn-cloudtrail.ctyunapi.cn";

//00S_ENDPOINT_ACCESS

public static final String OO0S_ENDPOINT_ACCESS = "https://oos-cn-iam.ctyunapi.cn";
}
SR
ZH R =B
OOS_ACCESS_ID AccessKey. =
OOS_ACCESS_KEY SecretAccessKey. =
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O0S_ENDPOINT_MANAGEMENT G54 . R
OO0S_ENDPOINT _TRAIL BRE IR A =
OOS_ENDPOINT_ACCESS IAM 15,42 . =
ENABLE_S3 SIGV4 SYSTEM PROPERTY | fiifit S3 V4 &4 52, =
Protocol fERMIEI, HEsfE: yis

® Protocol. HTTP
® Protocol. HTTPS
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4 00S ARG R B

O0S 55751 /2 example H &)1 H3%: src\cn\ctyun\test\OOSTest.javas.
B AmazonS3Client X %71 -

public static AmazonS3 getAmazonS3(){
ClientConfiguration clientConfig = new ClientConfiguration();
[ /BB ERE N I a], B2 A
clientConfig.setConnectionTimeout(30*1000);
// % B socket HEITH ], HAIZRD
clientConfig.setSocketTimeout(30*1000) ;
clientConfig.setProtocol(Protocol .HTTP); //¥& & http

/1B VA L EEP R TS 5EY, RTELITESE (00S T AE )
S3ClientOptions options = new S3ClientOptions();
options.setPayloadSigningEnabled(true);
// f# client
AmazonS3 oosClient = new AmazonS3Client(
new PropertiesCredentials(TestConfig.00S_ACCESS_ID,
TestConfig.00S_ACCESS_KEY),clientConfig);
// ¥ HE endpoint
oosClient.setEndpoint(TestConfig.00S_ENDPOINT);
/1 R BT
oosClient.setS3ClientOptions(options);

return oosClient;
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4.1 xF Service BIHE{E

4.1.1 GET Service(List Buckets)
X Get 1B =R IIIRSS, R BENEREIHAE FIFTA Bucket, He “/” FRMEH .
ER: REBKIEHP LA ZED, BELHP AR ZE D,

B

private static void listBuckets(AmazonS3 oosClient) {
try {
List<Bucket> listBuckets = oosClient.listBuckets();
// Print the Bucket information in the return body to the console
for (Bucket bucketInfo : listBuckets) {
System.out.println("listBuckets:"
+ "\n Name:" + bucketInfo.getName()

+ "\n CreationDate:" + bucketInfo.getCreationDate()

+ "\n Owner:" + bucketInfo.getOwner());
}
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.1.2 GET Regions
SRECFE Y R 2R 51 A BN ER A B YR

ABIARES

private static void getRegions(AmazonS3 oosClient) {
try {
CtyunGetRegionsResult region = oosClient.ctyunGetRegions();
List<String> metadataRegions = region.getMetadataRegions();
List<String> dataRegions = region.getDataRegions();
if (metadataRegions != null) {
for (String metadataRegion : metadataRegions) {
System.out.println("getRegions:"

+ "\n metadataRegion:" + metadataRegion);

}
if (dataRegions != null) {
for (String dataRegion : region.getDataRegions()) {
System.out.println("getRegions:"

+ "\n dataRegion:" + dataRegion);

}

} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2 %F Bucket BIHRIE

4.2.1 PUT Bucket

AR H R G 2 — S8 Bucket. A Sy OOS Ik = 4 Re il Bucekt, FE 41K IR,

% Bucket B R 42 Bucket HIHIA % .

Bucket Ky 44 77 A1 T

Bucket 44 HRUA 214 i ME—

® Bucket ZFRKSES T 3 B 63 7T L[]

® Bucket L} R AEH/NT T EE HE. B (O M (O HG

® Bucket LA LA —NEHE ZAVNHER, N2 A O BB, SANTRE:
B BALUNG R BTG
B BAIUNG TR B A

® Bucket ZFARESR IP HilE R (U1192.162.0.1) ;

® Bucket ZFARER —HEZH “HTFHTF WS

® Bucket ZFRFAREE GRS (D L BRSO FIEEEZL (5

® ARV AREBUR AT, Fn BB B RE B

BARES

private static void putBucket(AmazonS3 oosClient) {
try {
CreateBucketRequest request = new CreateBucketRequest(BUCKET_NAME);
// Optional
// Set Bucket's ACL (Access Control List): private; public-read; public-read-write
request.setCannedAcl(CannedAccessControlList.Private);
// Optional
// Set the data location of the Bucket
CtyunBucketDatalocation datalLocation = new CtyunBucketDatalLocation();
// Type of data location: Local | Specified
datalocation.setType(CtyunBucketDatalLocation.CtyunBucketDataType.Specified);
// Specified data location
ArrayList<String> dataRegions = new ArraylList<>();

dataRegions.add("QingDao");
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datalocation.setDataRegions(dataRegions);
request.setDatalocation(datalocation);

// Optional

// Set the index location of the Bucket
request.setMetadatalLocation("QingDao");

Bucket bucketInfo = oosClient.createBucket(request);
System.out.println("putBucket: "

+ "\n BucketName: + bucketInfo.getName() + " create success!");
} catch (AmazonServiceException se) {

System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());

10
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4.2.2 GET Bucket location
B F SR FEE Bucket ORI BB E, RAMRH P FH#HE GET Bucket Location £
PR 15 7 4 BE AT BE A .

ABIARES

private static void getBucketLocation(AmazonS3 oosClient) {

try {
CtyunGetBucketLocationResult locationResult =

oosClient.getBucketLocation(BUCKET_NAME);

System.out.println("getBucketLocation:

+ "\n MetaRegion: + locationResult.getMetaRegion()

+ "\n Datalocation: +

locationResult.getDatalocation().getDataRegions().toString()
)s
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());

11
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4.2.3 GET Bucket ACL
BEHRAF HIRRHL Bucket ACL {5 /2., RA A GET Bucket ACL AR 1 HI 7 A4 F] LASAT B
e

ABIARES

private static void getBucketAcl(AmazonS3 oosClient) {
try {
AccessControlList list = oosClient.getBucketAcl(BUCKET_NAME);
if (list != null) {
System.out.println("getBucketAcl: "
+ "\n Owner: " + list.getOwner().toString()
+ "\n Grants: " + list.getGrants().toString());
}
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());

12
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4.2.4 Get Bucket (List Objects)
LA FH R R [7] Bucket H 7y BE 408 (BEK# % 1000) object {58 . M7 I LLAETE R TR
S e 25 1R 3RHX Bucket HY ) Object i 54k
BPAT AR, 2SR Bucket AT AR -

N VT
private static void listObjects(AmazonS3 oosClient) {
try {
ListObjectsRequest listObjectsRequest = new ListObjectsRequest();
// Optional
// Set the maximum number of entries to be returned in the response
listObjectsRequest.setMaxKeys(1000);
// Set the bucketName
listObjectsRequest.setBucketName (BUCKET_NAME);
// Optional
// Delimiter, a character used to group keywords, only supports "/"
// listObjectsRequest.setDelimiter("/");
// Optional
// Used to restrict the results returned, which must start with this prefix
// listObjectsRequest.setPrefix("your_prefix");

ObjectListing list = oosClient.listObjects(listObjectsRequest);
List<S30bjectSummary> summaries = list.getObjectSummaries();
if (summaries.size() == 0) {

System.out.println("There are no objects");

return;

}

for (S30bjectSummary summary : summaries) {
String idString = " ";
String nameString = " ";

String etag = summary.getETag();
if (summary.getOwner() != null) {
idString = summary.getOwner().getId();

nameString = summary.getOwner().getDisplayName();

13
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System.out.printf("etag:%s,key:%s,owner id:%s,display name:%s %n", etag,
summary.getKey(), idString,
nameString);

System.out.println("storage-class:" + summary.getStorageClass());

}

// When a delimiter is defined, the return results will include
CommonPrefixes

List<String> commonPrefixes = list.getCommonPrefixes();

for (String commonPrefix : commonPrefixes) {

System.out.println("CommonPrefix: + commonPrefix);

}
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());

14
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4.2.5 DELETE Bucket
AR AT PSR ES: Bucket, {HZESRAEMIFE Bucket H1JE Object, B[1i% Bucket H1 (¥ i3 Object #B
SRR .

ABIARES

private static void deleteBucket(AmazonS3 oosClient) {
try {
oosClient.deleteBucket (BUCKET_NAME);
System.out.println("delete bucket success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2. 6 PUT Bucket Policy
IEHRAE R B AR AR V7 7] SR . 40 2R Bucket C&AFAE [ Policy, HIRESBHEA
Policy.
FER: 1R Bucket 1B MHNFAA ECE AL, A %4 DG & o VAR P AT BAA) i Bucket
GICAFIRI SRS, IR R B 2 2 IR VP0G B A% 5 T8

B

private static void putBucketPolicy(AmazonS3 oosClient) {

try {

// For specific setting rules, please refer to the developer documentation

String buffer =" { "
+ " 'Version':'2012-10-17", "
+ " 'Id':"http referer policy example', "
+ " ‘Statement’:[
+ {
+ " 'Sid':"'Allow get requests referred by www.ctyun.cn or
ctyun.cn',
+ " "Effect':'Allow’,
+ " '"Principal':{ "
+ " "AWS ' i [ "
+ " Pk
+ " ] "
+ " }, T
+ " ‘Action’:'S3:GetObject’,
+ " 'Resource’':'arn:aws:s3:::example-bucket/*"',
+ " ‘Condition’:{
+ " 'StringlLike’:{
+ " ‘aws:Referer':[ "
+ " "https://www.ctyun.cn/*"', "
+ " "https://ctyun.cn/*', "
+ " ] "
+ " }o
+ }
+ }
+ ]
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+

} ",

)

oosClient.setBucketPolicy(BUCKET_NAME, buffer);

System.out.println("put bucket policy success!");

} catch (AmazonServiceException se) {

System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.7 GET Bucket Policy
R RS A O U7 17 S . AR A3 GET Bucket Policy A FR A FH 7 4 gk
T IR AR

ABIARES

private static void getBucketPolicy(AmazonS3 oosClient) {

try {
BucketPolicy bucketPolicy = oosClient.getBucketPolicy(BUCKET_NAME);
System.out.println("BucketPolicy:" +

"\n" + bucketPolicy.getPolicyText());

} catch (AmazonServiceException se) {
System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.8 DELETE Bucket Policy
DEERAE F RN BR 18 e A A ) 15 0] SREm& . AR FH P A4 DELETE Bucket Policy AR i)+
F P A R AT LR AR .

ABIARES

private static void deleteBucketPolicy(AmazonS3 oosClient) {
try {
oosClient.deleteBucketPolicy (BUCKET_NAME);
System.out.println("delete bucket policy success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.9 PUT Bucket Website
DR SR B kB B 1t . 5 Bucket L2 A(F4E T website, IHiR/ES B H g
website. R ML S A PUT Bucket Website AUFR [ F J A Ge AT 4R
E=E:

AR B A W FEE 5, B P B A A AL Sl i A Il SO T K

BUAH o G S ST 0] 5 25 D00l B TR DXl P %, TR T B A s SO, S Y

I BURATERRE E I D& R B E A, NEERIE B VAT A RA R

Jiz i o

OO0S HA MBS FEE A A SCHE HTTPS Viinl, FH P H € 4% SCRF HTTPS Vi) iR &
LR HTTPS Vi), KR KRR %M, RASIZIES, IEHBCRHE R crtrkey BU#

PEM, BRI EERIE G RN, EVOEBAERIHED L FE &L, #5052

EFS

R B A e <7, SNED HTTPS Ui 10 B ] fg 02 P it A BE 15 H
o

BCE Bucket [ /445 e B35 5K 7 2 A4 1) R /& 10KiB.

M FEE B E P RN T -

1) RIB—AAREHERFER (Bucket) .

2) MREZEMBXTEH, HIFEZSBECBARMELE,
3) A EEPTMAA

® IR AHH CDN Jini#, ¥ Bucket i) CNAME Record Value (BucketName.oos -
website-cn.oos-xx.ctyunapi.cn) fEAMAZHRINEIRG E RS .

® [LIIR{EA] CDN &, # CON J R MR 4 in e 4 & 244, JR)54E CDN
[l 5 bk AR R B OOS il ) CNAME Record Value, K [B195 host Fit B M1 H & S5
4 (41 your***domain.com)

PiBH: 1% Bucket i Z /5] Endpoint A oos-cn.ctyunapi.cn, i% Endpoint J&4 %t

B RAFAE AR HIRAL, IR AERRNTIN, S AR 40 7 s A7 A AN [R] AT 38 AS [ 0 1%

Ptk . a0 SR 6 Bucket INH 2 A EEAE, RGBNEIEI R B —ANE SR AL

B 1EN CNAME Record Value (BucketName.oos-website-cn.oos-
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xx.ctyunapi.cn) . CNAME Record Value 7] LLE T 1% 4 Bucket J& o ¥ & F .
IR AN Bucket I, HA—MEAEALE R, MIFE Bucket X3 f£7< ) CNAME Record
Value & BucketName .oos-website-cn.oos-cn.ctyunapi.cn. i DLGm 5 Ad A B A4S X ol
B, EBUEIRYE Bucket X m P B B, Ve A8 A i BdE 2 B /) CNAME
Record Value /F 934 B R Gt H 44 . BIAnfEE) & Bucket N A R E A EONIL . =2
M RS, BEBH, ) Bucket H1fE R 1¥) CNAME Record Value A BucketNarme . 0os -
website-cn.oos-1nsy.ctyunapi.cn, &0 LUK BucketName.oos-website-cn.oos-
1nsy.ctyunapi.cn fEARI4, AT = Bl el o2 BH 3844 ) CNAME Record
Value 1E A% HI)4 .

4) b
R P S (htmly CSS. js. BASE) _EAERIZ AT EUE R Bucket 1,  VERER
R IR Z TR AR B8 A2

5) FC'E Bucket ufi k. ] D@ RS & 80 AR O E .

FEER A ST A

ABIARES

private static void putBucketWebsite(AmazonS3 oosClient) {
try {

BucketWebsiteConfiguration config = new BucketWebsiteConfiguration();
// If a 4XX error occurs, the specified Object will be returned
config.setErrorDocument("error.html");
// Set the suffix for requests accessing the website endpoint
config.setIndexDocumentSuffix("index.html");
// Container for redirect rules
RoutingRule rr = new RoutingRule();
RoutingRuleCondition condition = new RoutingRuleCondition();
// Set the HTTP status code when redirection takes effect
condition.setHttpErrorCodeReturnedEquals("404");
// Set the object name prefix when redirection takes effect
condition.setKeyPrefixEquals("/abc");
rr.setCondition(condition);

// Redirection information container
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RedirectRule redr = new RedirectRule();
// The site point used when redirecting requests
redr.setHostName("oos-cname.ctyunapi.cn");
redr.setHttpRedirectCode("200");
// The protocol used when redirecting requests
redr.setProtocol("http");
// The object name prefix used when redirecting requests
// redr.setReplaceKeyPrefixWith("replaceKeyPrefix/abc/");
// The object name used when redirecting requests
redr.setReplaceKeyWith("replacekey");
rr.setRedirect(redr);
List<RoutingRule> routingRules = new ArrayList<>();
routingRules.add(rr);
config.setRoutingRules(routingRules);
SetBucketWebsiteConfigurationRequest bucketWebsite =
new SetBucketWebsiteConfigurationRequest(BUCKET_NAME,
oosClient.setBucketWebsiteConfiguration(bucketWebsite);
System.out.println("put bucket website success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());

}

config);

FEE AV EE A K
A BIARES

private static void putBucketWebsiteAllRequestTo(AmazonS3 oosClient) {
try {

// config.setErrorDocument("error.html");

// config.setIndexDocumentSuffix("index.html");
RedirectRule rr = new RedirectRule();
rr.setHostName("hostname");

rr.setProtocol ("https");

config.setRedirectAllRequestsTo(rr);

SetBucketWebsiteConfigurationRequest bucketWebsite =

BucketWebsiteConfiguration config = new BucketWebsiteConfiguration();
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new SetBucketWebsiteConfigurationRequest(BUCKET_NAME, config);
oosClient.setBucketWebsiteConfiguration(bucketWebsite);
System.out.println("put bucket website success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.10 GET Bucket Website
IR FH SR ST i A 1 DX e 7 T 1 o

ABIARES

private static void getBucketWebsite(AmazonS3 oosClient) {

try {

BucketWebsiteConfiguration bucketWebsiteConfiguration =
oosClient.getBucketWebsiteConfiguration(BUCKET_NAME);
if (bucketWebsiteConfiguration == null) {
System.out.println("There are no bucket website.");
return;
}
System.out.println("GetBucketWebsite: " +

"\n" + "IndexDocumentSuffix: +

bucketWebsiteConfiguration.getIndexDocumentSuffix() +

"\n" + "ErrorDocument: +
bucketWebsiteConfiguration.getErrorDocument());

for (RoutingRule routingRule : bucketWebsiteConfiguration.getRoutingRules())

if (routingRule.getRedirect() != null) {

RedirectRule redirectRule = routingRule.getRedirect();

System.out.println("HostName: + redirectRule.getHostName() +

"\n" + "Protocol: + redirectRule.getprotocol() +

"\n" + "ReplaceKeyPrefixWith: " +
redirectRule.getReplaceKeyPrefixWith() +

"\n" + "ReplaceKeyWith: + redirectRule.getReplaceKeyWith() +
"\n" + "HttpRedirectCode: " +
redirectRule.getHttpRedirectCode());
}
if (routingRule.getCondition() != null) {
RoutingRuleCondition condition = routingRule.getCondition();
System.out.println("HttpErrorCodeReturnedEquals: " +
condition.getHttpErrorCodeReturnedEquals() +

"\n" + "KeyPrefixEquals: + condition.getKeyPrefixEquals());
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}

} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.11 DELETE Bucket Website
DEERAE RN BR A A P R s 5 B . RA MR FH P A DELETE Bucket WebSite £ R 1)
FH P A Be AT HE A

ABIARES

private static void deleteBucketWebsite(AmazonS3 oosClient) {
try {
oosClient.deleteBucketWebsiteConfiguration(BUCKET_NAME);
System.out.println("delete bucket website success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.12 List Multipart Uploads
ZE 0 T2 prE 4381 Initiate Multipart Upload & SR #4614k, B A 58 sE AR & 1B/ 4> B
AR

ABIARES

private static void listMultipartUploads(AmazonS3 oosClient) {
try {
ListMultipartUploadsRequest listMultipartUploadsRequest = new
ListMultipartUploadsRequest (BUCKET_NAME);
// Delimiter, a character used to group keywords, only supports "/"
listMultipartUploadsRequest.setDelimiter("/");
// Set the maximum number of returned multipart upload processes, value: [1,
1000]
listMultipartUploadsRequest.setMaxUploads(1090);
// Used to restrict the results returned, which must start with this prefix
listMultipartUploadsRequest.setPrefix("");
MultipartUploadListing listing =
oosClient.listMultipartUploads(listMultipartUploadsRequest);
if (listing != null) {
int sz = listing.getMultipartUploads().size();
System.out.printf("max uploads:%d,sz=%d%n", listing.getMaxUploads(), sz);
for (int i = 0; i < sz; i++) {
MultipartUpload upload = listing.getMultipartUploads().get(i);
System.out.printf("upload key:%s, id:%s,
owner:%s,displayName:%s,ownerId:%s%n", upload.getKey(),
upload.getUploadId(), upload.getOwner().toString(),
upload.getOwner().getDisplayName(), upload.getOwner().getId());
}
// When a delimiter is defined, the return results will include
CommonPrefixes
for (String commonPrefix : listing.getCommonPrefixes()) {

System.out.println("commonPrefix: + commonPrefix);

}

} catch (AmazonServiceException se) {
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System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.13 PUT Bucket Logging
BEERE RS InME U MIBR logging HIEEE . 1R Bucket L4 A77E T logging, UHiE{ES ik
JE4 logging. AL A AIHA PUT Bucket Logging FLBR ()T F F7 A BERAT L ERAE

ABIARES

private static void putBucketLogging(AmazonS3 oosClient) {
try {

BucketLoggingConfiguration loggingConfiguration = new
BucketLoggingConfiguration();

// Set the prefix for generating log files

loggingConfiguration.setlLogFilePrefix("/log");

// Set the target bucket

loggingConfiguration.setDestinationBucketName (BUCKET NAME);

SetBucketLoggingConfigurationRequest setBucketLoggingConfigurationRequest =

new SetBucketLoggingConfigurationRequest(BUCKET_NAME,

loggingConfiguration);

oosClient.setBucketLoggingConfiguration(setBucketLoggingConfigurationRequest);
System.out.println("put bucket logging success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.14 GET Bucket Logging
BEHRAE SR #4548 52 Bucket 1 logging. S AR P A4 GET Bucket Logging AR )+ H
J A BEBAT R .

ABIARES

private static void getBucketLogging(AmazonS3 oosClient) {
try {
BucketLoggingConfiguration logging =
oosClient.getBucketLoggingConfiguration(BUCKET_NAME);
System.out.println("GetBucketLogging: " +
"\n" + logging.toString());
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.15 HEAD Bucket
BEERAE FI T FI Bucket & A A7LE, 10 HL A 2 S ARV

ABIARES

private static void headBucket(AmazonS3 oosClient) {
try {
oosClient.headBucket (BUCKET_NAME);
System.out.println("bucket exist.");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.16 PUT Bucket Lifecycle
IEHAE H R % B Bucket A= A BRI . RAA R P AR PUT Bucket Lifecycle AR+ H
P R HAT AR

ABIARES

private static void putBucketLifecycle(AmazonS3 oosClient) {
try {

BucketLifecycleConfiguration bucketLifecycleConfiguration = new
BucketLifecycleConfiguration();

List<Rule> rules = new ArrayList<>();

// Configure a lifecycle rule

Rule rulel = new Rule();

// Set the unique identifier for the rule

rulel.setId("rulel");

// Set the object prefix for using the lifecycle

rulel.setPrefix("test");

// Set whether the lifecycle is effective

// Enabled | Disabled

rulel.setStatus("Enabled");

// Specify after how many days the lifecycle rule becomes effective

// following the object's last modification or last access time
// rulel.setExpirationInDays(69);

// Set the dumping rules for the lifecycle

BucketLifecycleConfiguration.Transition transition = new
BucketLifecycleConfiguration.Transition();

// Change standard storage objects to infrequent access storage objects

transition.setStorageClass(StorageClass.Standard _IA);

// Specify the effective date of the lifecycle rule

Calendar calendar = Calendar.getInstance(TimeZone.getTimeZone("GMT"),
Locale.ENGLISH);

calendar.add(Calendar.DAY_OF_MONTH, 8);

calendar.set(Calendar.HOUR_OF_DAY, 90);

calendar.set(Calendar.MINUTE, 9);

calendar.set(Calendar.SECOND, 9);

calendar.set(Calendar.MILLISECOND, ©);
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transition.setDate(calendar.getTime());
rulel.setTransition(transition);
rules.add(rulel);
bucketLifecycleConfiguration.setRules(rules);
oosClient.setBucketLifecycleConfiguration(BUCKET_NAME,
bucketLifecycleConfiguration);

System.out.println("put bucket lifecycle success!");

} catch (AmazonServiceException se) {
System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.17 GET Bucket Lifecycle
IR F TR [BIBCE 1Y) Bucket 2B i JE A

ABIARES

private static void getBucketLifecycle(AmazonS3 oosClient) {
try {
BucketLifecycleConfiguration configuration =
oosClient.getBucketLifecycleConfiguration(BUCKET_NAME);
if (configuration.getRules() != null) {
System.out.println("GetBucketLifecycle: ");
for (Rule rule : configuration.getRules()) {
System.out.printf("rule id=%s,prefix=%s,status=%s,exp=%d days%n",
rule.getId(), rule.getPrefix(), rule.getStatus(),
rule.getExpirationInDays());

System.out.println("transition: +

"\nstorageClass: + rule.getTransition().getStorageClass() +

"\ndays: + rule.getTransition().getDays());

}

} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.18 DELETE Buckete Lifecycle
WA T BRI 1Y) Bucket ZE A i 1, OOS 2 MR 16 & Bucket 15T A= iy i HAIC & A
Mo FFBSCARKIE A2 B, O0S WAL H MR . RAMRA P A1iHA DELETE
Bucket Lifecycle £ R () H ' 4 Re AT L R AE
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private static void deleteBucketLifecycle(AmazonS3 oosClient) {
try {
oosClient.deleteBucketLifecycleConfiguration(BUCKET_NAME);
System.out.println("delete bucket lifecycle success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.19 PUT Bucket CORS
I ERAE SR 15 B Bucket 1)1 45 %5 3L 52 (Cross-Origin Resource Sharing, CORS). %5 2% i i1
AR A R ISR HTTP i8Rk, RIEEAENS . flhn, 4ok BT A P U H ) JavaScript AR
A BT 1) B PG, WSS SAE4A U5 H, BKOY AL B NP R R T AR k.
ILECE CORS, Al RAME R AN [FIAH LG IRl (¥ 3L, CORS %€ X 1 % /i Web N HI AR 74—
S 5 5y AN i B AT A B 77 2

B

private static void putBucketCORS(AmazonS3 oosClient) {
try {

BucketCrossOriginConfiguration bucketCrossOriginConfiguration = new
BucketCrossOriginConfiguration();

// The sources and methods allowed for user cross-origin requests

CORSRule rule = new CORSRule();

// Set the allowed HTTP methods for cross-origin requests

List<CORSRule.AllowedMethods> allowedMethods = new ArrayList<>();

allowedMethods.add(CORSRule.AllowedMethods.GET);

allowedMethods.add(CORSRule.AllowedMethods.POST);

// Set the allowed origins for cross-origin requests

List<String> allowedOrigins = new ArrayList<>();

allowedOrigins.add("https://www.ctyun.cn");

// Specify the cache duration for the results of preflight requests in the
browser, in seconds

int maxAgeSeconds = 10;

// Set the response headers that client applications can access

List<String> exposedHeaders = new ArraylList<>();

// Control whether the header specified in the Access-Control-RequestHeaders
header in the precheck OPTIONS request is allowed

List<String> allowedHeaders = new ArraylList<>();

exposedHeaders.add("x-test-111");

exposedHeaders.add("x-test-222");

allowedHeaders.add("x-00s-111");

allowedHeaders.add("x-00s-222");

// Set the unique identifier for the rule
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rule.setId("myFirstRuleId");
rule.setAllowedMethods(allowedMethods);
rule.setAllowedOrigins(allowedOrigins);
rule.setExposedHeaders(exposedHeaders);
rule.setAllowedHeaders(allowedHeaders);
rule.setMaxAgeSeconds(maxAgeSeconds);
List<CORSRule> rules = new ArraylList<>();
rules.add(rule);
bucketCrossOriginConfiguration.setRules(rules);
oosClient.setBucketCrossOriginConfiguration(BUCKET_NAME,
bucketCrossOriginConfiguration);

System.out.println("put bucket CORS success!");

} catch (AmazonServiceException se) {
System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.20 GET Bucket CORS
SR FIRIR 5] Bucket FIFSIIIL B A5 S . HA IR A4 GET Bucket CORS AR T
J1A BEAT BLERATE

ABIARES

private static void getBucketCORS(AmazonS3 oosClient) {
try {
BucketCrossOriginConfiguration cors =
oosClient.getBucketCrossOriginConfiguration(BUCKET_NAME);
if (cors != null) {
List<CORSRule> rules = cors.getRules();
if (rules != null) {
System.out.println("GetBucketCORS:");
for (CORSRule rule : rules) {
System.out.println(
"id: " + rule.getId() + "\n" +
"MaxAgeSeconds: " + rule.getMaxAgeSeconds()
)
for (String allowedHeader : rule.getAllowedHeaders()) {

System.out.println("AllowHeader: + allowedHeader);

}
for (CORSRule.AllowedMethods allowedMethod :
rule.getAllowedMethods()) {
System.out.println("AllowMethod: " +
allowedMethod.toString());
}
for (String allowedOrigin : rule.getAllowedOrigins()) {
System.out.println("AllowOrigin: " + allowedOrigin);
}

for (String exposedHeader : rule.getExposedHeaders()) {

System.out.println("ExposeHeader: + exposedHeader);
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} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.21 DELETE Bucket CORS
LR F SRR Bucket MBS IE B (5 S . HA WA P AilHA DELETE Bucket CORS B[R -1
F P A R AT LR AR .

ABIARES

private static void deleteBucketCORS(AmazonS3 oosClient) {
try {
oosClient.deleteBucketCrossOriginConfiguration(BUCKET_NAME);
System.out.println("delete bucket CORS success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.22 PUT Bucket Object Lock
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DRSS, B A e A P A o TR A5 ST R 7 & LR B S A e A
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private static void putBucketObjectLock(AmazonS3 oosClient) {
try {
ObjectLockConfiguration lockConf = new ObjectLockConfiguration();
// Enable compliance retention feature
lockConf.setLockEnable();
// Set the number of days for compliance retention, during which the object

cannot be deleted

lockConf.setDays(1);
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oosClient.setObjectLockConfiguration(BUCKET_NAME, lockConf);
System.out.println("put bucket object lock success!");

} catch (AmazonServiceException se) {
System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.23 GET Bucket Object Lock
155 LA E TT LASREX Bucket SRR B AL EE S . RAMRM P FE AR 8+ H P 4 0] Ll 47
IR

ABIARES

private static void getBucketObjectLock(AmazonS3 oosClient) {
try {
ObjectLockConfiguration lockConf =
oosClient.getObjectLockConfiguration(BUCKET_NAME);
System.out.println("GetBucketObjectLock: " +
"\n" + lockConf.toString());
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.24 DELETE Bucket Object Lock
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private static void deleteBucketObjectLock(AmazonS3 oosClient) {
try {
oosClient.deleteObjectLockConfiguration(BUCKET_NAME);
System.out.println("delete bucket object lock success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.25 PUT Bucket Inventory Configuration
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private static void putBucketInventoryConfiguration(AmazonS3 oosClient) {
try {
SetBucketInventoryConfigurationRequest request = new
SetBucketInventoryConfigurationRequest();
BucketInventoryConfiguration configuration = new
BucketInventoryConfiguration();
List<BucketInventoryDestination> destinations = new ArrayList<>();
BucketInventoryDestination destination = new BucketInventoryDestination();
List<00SBucketDestination> bucketDestinations = new ArrayList<>();
00SBucketDestination bucketDestination = new O0OSBucketDestination();
List<BucketInventoryFilter> filters = new ArraylList<>();
BucketInventoryFilter filter = new BucketInventoryFilter();
List<BucketInventoryOptionalFields> optionalFields = new ArrayList<>();
BucketInventoryOptionalFields optionalField = new
BucketInventoryOptionalFields();
List<BucketInventorySchedule> schedules = new ArraylList<>();

BucketInventorySchedule schedule = new BucketInventorySchedule();

// Configure the request parameter ID

// ID must be set!

// The ID can only be a combination of lowercase letters, numbers, hyphens
(-), and underscores (_),

// with a length of 1 to 64 characters

String id = "id1";

request.setId(id);
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characters

set

characters

parameters

// The logging bucket name must be set

request.setBucketName (BUCKET_NAME);

// The container for storing inventory results must be configured
// The target bucket must be set and can be different from the logging bucket
// The prefix must be 'arn:ctyun:oos:::' or 'arn:aws:s3:::'

bucketDestination.setBucket("arn:ctyun:oos:::" + "destinationBucketName");
// The format must be set and must be 'CSV'
bucketDestination.setFormat("CSV");

// The directory prefix for saving inventory files must be between @ and 512
in length

bucketDestination.setPrefix("");

bucketDestinations.add(bucketDestination);
destination.set00SBucketDestinations(bucketDestinations);

destinations.add(destination);

configuration.setDestinations(destinations);

// Configure whether the specified inventory feature is enabled; this must be

configuration.setEnabled(true);

// Optional

// Configure the prefix for inventory filtering, with a length of @ to 1024

filter.setPrefix("");
filters.add(filter);

configuration.setFilters(filters);

// Configure the specified inventory name,

// which must be set and must exactly match the ID specified in the request

configuration.setId(id);

// Optional

// Configure the container for inventory result configuration items

// For specific configurable content, please refer to the developer

documentation
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optionalField.setField("Size");
optionalFields.add(optionalField);

configuration.setOptionalFields(optionalFields);

// Configure the export frequency of the inventory result files

// this must be set and can only be configured as 'Daily’' or 'Weekly'
schedule.setFrequency("Daily");

schedules.add(schedule);

configuration.setSchedules(schedules);

request.setBucketInventoryConfiguration(configuration);
oosClient.setBucketInventoryConfiguration(request);
System.out.println("put bucket inventory configuration success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.26 GET Bucket Inventory Configuration
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private static void getBucketInventoryConfiguration(AmazonS3 oosClient) {
try {
GetBucketInventoryConfigurationRequest request = new
GetBucketInventoryConfigurationRequest();
// ID must be set!
// Only lowercase letters, numbers, hyphens (-), and underscores (_) are allowed
// It cannot start or end with a hyphen (-) or an underscore (_)
// Length must be between 1 and 64 characters.
request.setId("id1");
// bucketName must be set
request.setBucketName (BUCKET_NAME);
GetBucketInventoryConfigurationResult result =
oosClient.getBucketInventoryConfiguration(request);
BucketInventoryConfiguration inventoryConfiguration =
result.getInventoryConfiguration();
if (inventoryConfiguration != null) {
System.out.println("GetBucketInventoryConfiguration: " +
"\n" + "id: " + inventoryConfiguration.getId() +
"\n" + "isEnabled: " + inventoryConfiguration.isEnabled()
)s
if (inventoryConfiguration.getDestinations() != null) {
System.out.println("BucketInventoryDestination/00SBucketDestination");
for (BucketInventoryDestination destination :
inventoryConfiguration.getDestinations()) {
if (destination.getO0SBucketDestinations() != null) {
for (00SBucketDestination bucketDestination
destination.getO0SBucketDestinations()) {
System.out.println("bucket: " +
bucketDestination.getBucket() +

"\n" + "format:

+ bucketDestination.getFormat() +
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"\n" + "OOSBucketDestinationPrefix: " +

bucketDestination.getPrefix()
)

}
if (inventoryConfiguration.getFilters() != null) {

System.out.println("Filter ");
for (BucketInventoryFilter filter :
inventoryConfiguration.getFilters()) {

System.out.println("FilterPrefix: " + filter.getPrefix());

}
if (inventoryConfiguration.getOptionalFields() != null) {
System.out.println("OptionalFields ");
for (BucketInventoryOptionalFields optionalFields :
inventoryConfiguration.getOptionalFields()) {

System.out.println("Field: + optionalFields.getField());

}
if (inventoryConfiguration.getSchedules() != null) {
System.out.println("Schedule ");
for (BucketInventorySchedule schedule :
inventoryConfiguration.getSchedules()) {

System.out.println("Frequency: + schedule.getFrequency());

}
} else {
System.out.println("BucketInventoryConfiguration not set.");
}
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.27 List Bucket Inventory Configuration
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private static void listBucketInventoryConfiguration(AmazonS3 oosClient) {
try {

ListBucketInventoryConfigurationRequest request = new
ListBucketInventoryConfigurationRequest();

// bucketName must be set

request.setBucketName (BUCKET_NAME);

// Optional

// Note that if the previous list request did not return all inventory
configurations,

// the continuationToken here must be set to the value of
NextContinuationToken returned by the last list request

request.setContinuationToken("");

ListBucketInventoryConfigurationResult result =
oosClient.listBucketInventoryConfiguration(request);

if (result != null) {

System.out.println(

"ListBucketInventoryConfiguration: +

"\n" + "isTruncated: + result.isTruncated() +

"\n" + "continuationToken: " +
result.getContinuationToken() +
"\n" + "nextContinuationToken: " +

result.getNextContinuationToken()
)s
if (result.getBucketInventoryConfigurations() != null) {
for (BucketInventoryConfiguration configuration :
result.getBucketInventoryConfigurations()) {

System.out.println("id: + configuration.getId() +

"\n" + "isEnabled: " + configuration.isEnabled()
)

if (configuration.getDestinations() != null) {
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for (BucketInventoryDestination destination :
configuration.getDestinations()) {
System.out.println("BucketInventoryDestination ");
if (destination.getOOSBucketDestinations() != null) {
System.out.println("00SBucketDestination ");
for (00SBucketDestination bucketDestination :
destination.get00SBucketDestinations()) {
System.out.println("bucket: " +
bucketDestination.getBucket() +
"\n" + "format: " +
bucketDestination.getFormat() +
"\n" + "0O0SBucketDestinationPrefix: " +

bucketDestination.getPrefix()
)s

}
if (configuration.getFilters() != null) {

System.out.println("Filter ");
for (BucketInventoryFilter filter :
configuration.getFilters()) {
System.out.println("FilterPrefix: " + filter.getPrefix());

}
if (configuration.getOptionalFields() != null) {
System.out.println("OptionalFields ");
for (BucketInventoryOptionalFields optionalFields :
configuration.getOptionalFields()) {

System.out.println("Field: + optionalFields.getField());

}
if (configuration.getSchedules() != null) {

System.out.println("Schedule ");
for (BucketInventorySchedule schedule :
configuration.getSchedules()) {
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System.out.println("Frequency: +

schedule.getFrequency());

}
} else {

System.out.println("BucketInventoryConfiguration not set.");
}
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.2.28 DELETE Bucket Inventory Configuration
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private static void deleteBucketInventoryConfiguration(AmazonS3 oosClient) {
try {
DeleteBucketInventoryConfigurationRequest request = new
DeleteBucketInventoryConfigurationRequest();
// bucketName must be set
request.setBucketName (BUCKET_NAME);
// ID must be set!
// The ID can only be a combination of lowercase letters, numbers, hyphens
(-), and underscores (_),
// with a length of 1 to 64 characters
request.setId("id1");
oosClient.deleteBucketInventoryConfiguration(request);
System.out.println("delete bucket inventory configuration success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3 %F Object HIRIE

4.3.1 PUT Object
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private static void putObject(AmazonS3 oosClient) {

try {
// Uploading an object requires the configuration of three parameters:
// BucketName, ObjectName, and the file to upload.
// All other parameters can be left unset and commented out

PutObjectRequest request = new PutObjectRequest(BUCKET_NAME, OBJECT_NAME,

UPLOAD_FILE);

// Optional

// Set the metadata for the object

ObjectMetadata objectMetadata = new ObjectMetadata();

// Optional

// Set the MD5, it can be calculated automatically
objectMetadata.setContentMD5("");

// Optional

// Set the caching behavior
objectMetadata.setCacheControl("");

// Optional

// Set the expiration time of the object in the browser
objectMetadata.setExpirationTime(new Date(new Date().getTime() + 1000 * 3600 * 2));

// Set the storage location. refer to the developer documentation for details.

CtyunBucketDatalLocation location = new CtyunBucketDatalLocation();

ArrayList<String> dataRegions = new ArraylList<>();

dataRegions.add("QingDao");

location.setDataRegions(dataRegions);

objectMetadata.setDatalLocation(location);

request.setMetadata(objectMetadata);
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// Optional

// Forbid overwrite, default value is false

// Note: This configuration is only supported by some resource pools; please refer to
the user manual

// request.setForbidOverwrite(false);

// Optional
// Set the upload rate limit for the object, in KiB/s
// Note: If the value is between @ and 128, the rate is set at 128 KiB/s
// request.setLimit("256");
PutObjectResult result = oosClient.putObject(request);
System.out.println("put object success!" +
"\n" + OBJECT_NAME + ",md5: " + result.getContentMd5());
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.2 GET Object
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//

//

a time

//

//

//

//
//

private static void getObject(AmazonS3 oosClient) {
try {

// Set the bucketName and objectName

GetObjectRequest request = new GetObjectRequest(BUCKET_NAME, OBJECT_NAME);

// Set the start position for retrieving the object

long start = 0;

// Set the end position for retrieving the object

long end = ©;

// Optional

// Set the range for retrieving the object
request.setRange(start, end);

// Optional

// Set the download rate for the object

// Note that the 'limit' and 'limitrate' parameters are mutually exclusive

and only one can be chosen

request.setLimitrate("");
// Set the download rate for the object

// Note that the 'limit' and 'limitrate' parameters can only be chosen one at

request.setLimit("");

// Optional

// Return objects modified after this timestamp
request.setModifiedSinceConstraint(new Date());

// Optional

// Return objects that have not been modified after this timestamp

request.setUnmodifiedSinceConstraint(new Date());

ArraylList<String> eTagsMatch = new ArraylList<>();
eTagsMatch.add("eTagl");
// Optional
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// Return the object when the target object's ETag matches the specified

value

// request.setMatchingETagConstraints(eTagsMatch);

// ArrayList<String> eTagsNonMatch = new ArraylList<>();
// eTagsNonMatch.add("eTag2");

// Optional
// Do not return the object when the target object's ETag matches the
specified value

// request.setNonmatchingETagConstraints(eTagsNonMatch);

S30bject s30bject = oosClient.getObject(request);
if (s30bject != null) {
S30bjectInputStream input = s30bject.getObjectContent();
FileOutputStream fos = null;
try {
int bufferSize = 2 * 1024 * 1024;
fos = new FileOutputStream(DOWNLOAD_FILE);
byte[] buffer = new byte[bufferSize];

int bytesRead -1;
while ((bytesRead = input.read(buffer)) > -1) {
fos.write(buffer, 0, bytesRead);
}
fos.flush();
} catch (IOException e) {
try {
input.abort();
} catch (IOException abortException) {
abortException.printStackTrace();
}
} finally {
if (fos != null) {
try {
fos.close();
} catch (IOException e) {

e.printStackTrace();

57




iﬁﬁ OOS SDK Java JT &K # 15 # V6
}
if (input != null) {
try {
input.close();
} catch (IOException e) {
e.printStackTrace();
}
}
}
System.out.println("get object: '" + OBJECT_NAME + "' success!");
} else {
System.out.println("There's no object you want to get here.");
}

} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.3 DELETE Object
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private static void deleteObject(AmazonS3 oosClient) {
try {
oosClient.deleteObject (BUCKET_NAME, OBJECT_NAME);
System.out.println("delete object: '" + OBJECT_NAME + "' success!");
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.4 PUT Object — Copy
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private static void copyObject(AmazonS3 oosClient) {
try {

String copyKey = "testCopy";

// Source BucketName, Source ObjectName, Target BucketName, and Target
ObjectName must be set

CopyObjectRequest request = new CopyObjectRequest(BUCKET_NAME, OBJECT_NAME,
BUCKET_NAME, copyKey);

// Optional

// Set the storage type for the copied object,the default is standard storage
// request.setStorageClass(StorageClass.Standard);
// ObjectMetadata objectMetadata = new ObjectMetadata();

// Optional

// Set new metadata attributes for the copied object, such as setting the

storage location

// CtyunBucketDatalocation datalLocation = new CtyunBucketDatalocation();
// ArraylList<String> location = new ArraylList<>();

// location.add("QingDao");

// datalLocation.setDataRegions(location);

// Optional

// Set the scheduling policy: 'Allow' to permit scheduling or 'NotAllowed' to
deny scheduling
//
datalocation.setStragegy(CtyunBucketDatalLocation.CtyunBucketDataScheduleStrategy.Allowed
)
// objectMetadata.setDatalocation(datalLocation);

// Optional

// If NewObjectMetaData is set, then x-amz-metadata-directive is of the
'replace’ type, otherwise, it is 'copy'
// request.setNewObjectMetadata(objectMetadata);

// Optional
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// Set to only perform the object copy operation when the source object's

Etag matches the given Etag

// ArrayList<String> eTagMatch = new ArraylList<>();
// eTagMatch.add("eTagl");
// request.setMatchingETagConstraints(eTagMatch);

// Optional
// Set to only perform the object copy operation when the source object's

Etag does not match the given Etag

// ArrayList<String> eTagNonMatch = new ArraylList<>();
// eTagNonMatch.add("eTag2");
// request.setNonmatchingETagConstraints(eTagNonMatch);

// Optional
// Set to only perform the object copy operation if the source object has not
been modified since the specified time

// request.setUnmodifiedSinceConstraint(new Date());

// Optional
// Set to only perform the object copy operation if the source object has
been modified after the specified time

// request.setModifiedSinceConstraint(new Date());

CopyObjectResult result = oosClient.copyObject(request);
if (result != null) {
System.out.printf("copyObject success!" + System.lineSeparator() +
"lastmodify:%s,etag:%s%n", result.getlLastModifiedDate(), result.getETag());
} else {
System.out.println("copyObject fail.please check your configuration.");
}
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.5 Initial Multipart Upload
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private static String initialMultipartUpload(AmazonS3 oosClient) {
try {
// Set the BucketName and ObjectName
InitiateMultipartUploadRequest request = new
InitiateMultipartUploadRequest(BUCKET _NAME, OBJECT_NAME);
// Optional
// Set the storage type, the default is standard storage
request.setStorageClass(StorageClass.Standard);
// Optional
// Set metadata information, such as the data's storage location
ObjectMetadata objectMetadata = new ObjectMetadata();
CtyunBucketDatalocation datalLocation = new CtyunBucketDatalocation();
ArrayList<String> location = new ArraylList<>();
// Set the data archiving location to Qingdao
location.add("QingDao");
datalLocation.setDataRegions(location);
// Optional
// Allowed for permitting scheduling | NotAllowed for denying scheduling

datalocation.setStragegy(CtyunBucketDatalLocation.CtyunBucketDataScheduleStrategy.Allowed);
objectMetadata.setDatalocation(datalLocation);
request.setObjectMetadata(objectMetadata);
InitiateMultipartUploadResult res = oosClient.initiateMultipartUpload(request);
String uploadID = res.getUploadId();
System.out.println("initialMultipartUpload success!" +

"\n" + "uploadID: " + uploadID);

return uploadID;

} catch (AmazonServiceException se) {

62




=2 T

y.N .
swﬁﬁ OO0S SDK Java JF k& 165 V6

System.out.println(se.toString());
} catch (AmazonClientException ce) {
System.out.println(ce.getMessage());
}

return null;

63




=2 T

y.N
swlﬁﬁ OO0S SDK Java JF k& 165 V6

4.3.6 Upload Part
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private static void uploadPart(AmazonS3 oosClient, String uploadId, int
currentPartNumber, long currentPartSize,
List<PartETag> parts, long partNum, long offset) {
try {

boolean isLastPart = currentPartNumber == partNum;

UploadPartRequest request = new UploadPartRequest().withUploadId(uploadId);

// Set the file to be uploaded in parts

// Note that there is no need to manually split the file, simply set the file
to be uploaded in parts

request.setFile(UPLOAD_FILE);

// Set the BucketName

request.setBucketName (BUCKET_NAME);

// Set the ObjectName

request.setKey(OBJECT_NAME);

// Indicate the current part number being uploaded

request.setPartNumber (currentPartNumber);

// Set the size of the upload part

request.setPartSize(currentPartSize);

// If it is not the first part, set the offset of the part

if (currentPartNumber != 1) {
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request.setFileOffset(offset);
}

// Set whether it is the last part
request.setlLastPart(isLastPart);

UploadPartResult res = oosClient.uploadPart(request);

System.out.println("uploadPart " + currentPartNumber + " success!");

String eTag = res.getPartETag().getETag();

System.out.println("eTag: + eTag);

PartETag e = new PartETag(currentPartNumber, eTag);

parts.add(e);

System.out.println("The " + currentPartNumber + " part-> size: +

request.getPartSize() + " offset: " + request.getFileOffset());

} catch (AmazonServiceException se) {
System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.7 Complete Multipart Upload
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private static void completeMultipartUpload(AmazonS3 oosClient, String uploadId,
List<PartETag> parts) {
try {
// Set the BucketName, ObjectName, the uploadId for initializing multipart
upload,
// and the eTag values returned for the parts that have been successfully
uploaded
CompleteMultipartUploadRequest request = new
CompleteMultipartUploadRequest(BUCKET_NAME, OBJECT_NAME, uploadId, parts);
CompleteMultipartUploadResult result =
oosClient.completeMultipartUpload(request);
System.out.println("complete multipart upload success!" +
"\n" + "location: " + result.getlLocation());
System.out.printf("bucket:%s,obj:%s,etag:%s%n", result.getBucketName(),
result.getKey(), result.getETag());
} catch (AmazonServiceException se) {

System.out.println(se.toString());

} catch (AmazonClientException ce) {
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System.out.println(ce.getMessage());

}
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private static void completeMultipartUploadwWithUploadPart(AmazonS3 oosClient) {
try {
// When merging parts, each part must be at least 5 MiB in size
long partSize = 5 * 1024 * 1024; // 5MiB
String uploadId = initialMultipartUpload(oosClient);
// Calculate the total number of parts needed for the upload
long partNum = (UPLOAD_FILE.length() % partSize) == 0 ?
UPLOAD_FILE.length() / partSize : (UPLOAD_FILE.length() / partSize) + 1;
// Collect the eTag values returned from the successfully uploaded parts
List<PartETag> parts = new ArrayList<>();
for (int i = 1; i <= partNum; i++) {
// Calculate the offset for each part, in Byte
long offset = (i - 1) * partSize;
// Calculate the size of each part, in Byte
long currentPartSize = (i == partNum ? UPLOAD FILE.length() - (partSize
* (i - 1)) : partSize);
uploadPart(oosClient, uploadId, i, currentPartSize, parts, partNum,
offset);

}
completeMultipartUpload(oosClient, uploadId, parts);

} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.8 Abort Multipart Upload
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private static void abortMultipartUpload(AmazonS3 oosClient, String uploadId) {
try {
// Set the BucketName, ObjectName, and the UploadId obtained during the
initialization of the multipart upload
AbortMultipartUploadRequest request = new AbortMultipartUploadRequest(
BUCKET _NAME, OBJECT _NAME, uploadId);
oosClient.abortMultipartUpload(request);
System.out.println("abort multipart upload success!,uploadId: " + uploadId);
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.9 List Part
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private static void listParts(AmazonS3 oosClient, String uploadId) {
try {
ListPartsRequest request = new ListPartsRequest(
BUCKET_NAME, OBJECT_NAME, uploadId);
// Optional
// Set the maximum number of parts to be returned in the response body,
ranging from 1 to 1000, with a default of 1000
request.setMaxParts(1000);
PartListing result = oosClient.listParts(request);
System.out.println("listPart: " +
"\n" + "bucketName: " + result.getBucketName() +
"\n" + "objectKey: " + result.getKey() +
"\n" + "uploadId: " + result.getUploadId() +
"\n" + "maxParts: " + result.getMaxParts()
)s
if (result.getParts() != null) {
for (PartSummary part : result.getParts()) {

System.out.println("partNumber: + part.getPartNumber() +

"\n" + "eTag: + part.getETag() +
"\n" + "size: " + part.getSize() +
"\n" + "lastModified: " + part.getlLastModified()

)E
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} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());

70




= e

p.n
mﬁﬁ OO0S SDK Java JF k& 165 V6

4.3.10 Copy Part
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private static void copyPart(AmazonS3 oosClient, String uploadId) {
try {

CopyPartRequest request = new CopyPartRequest();

// Optional

// When copying a part of the source object, you need to set the start and
stop positions, in Byte

// If not set, the entire object will be copied

long firstByte = 0;

long lastByte = 100;
// request.setFirstByte(firstByte);
// request.setlLastByte(lastByte);

// Set the BucketName where the source object is located

request.setSourceBucketName (BUCKET_NAME);

// Set the source object key

request.setSourceKey("sourceKey");

// Set the target BucketName

request.setDestinationBucketName (BUCKET_NAME);

// Set the target object key

request.setDestinationKey(OBJECT_NAME);

// Set the copied part object as which part of the multipart upload

request.setPartNumber(1);

// Set the uploadId returned during the initialization of the multipart
upload

request.setUploadId(uploadld);

// Optional

// Set to only perform the copy operation if the object has been modified
after the specified time
// request.setModifiedSinceConstraint(new Date());

// Optional

// Set to only perform the copy operation if the object has not been modified

after the specified time
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// request.setUnmodifiedSinceConstraint(new Date());
// ArrayList<String> etagMatch = new ArraylList<>();
// etagMatch.add("etagl");

// Optional
// Set to only perform the copy operation when the object's actual etag

matches the given etag

// request.setMatchingETagConstraints(etagMatch);
// ArrayList<String> etagNonMatch = new ArraylList<>();
// etagNonMatch.add("etag2");

// Optional
// Set to only perform the copy operation when the object's actual etag does
not match the given etag

// request.setNonmatchingETagConstraints(etagNonMatch);

CopyPartResult result = oosClient.copyPart(request);

System.out.println("CopyPart success! +

"\n" + "etag: + result.getETag() +

"\n" + "partNumber: + result.getPartNumber() +

"\n" + "versionId: + result.getVersionId());

} catch (AmazonServiceException se) {
System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.11 Delete Multiple Objects
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private static void deleteObjects(AmazonS3 oosClient, List<String> objectNames) {
try {
List<DeleteObjectsRequest.KeyVersion> keys = new ArraylList<>();
DeleteObjectsRequest request = new DeleteObjectsRequest(BUCKET_NAME);
for (String name : objectNames) {
DeleteObjectsRequest.KeyVersion key = new
DeleteObjectsRequest.KeyVersion(name, null);
keys.add(key);
}
request.setKeys(keys);
DeleteObjectsResult result = oosClient.deleteObjects(request);
System.out.println("DeleteObjects: ");
if (result.getDeletedObjects() != null) {
for (DeleteObjectsResult.DeletedObject deletedObject :
result.getDeletedObjects()) {
System.out.println("key: " + deletedObject.getKey() + " delete

success!");

}

} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.12 B8tk
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private static void multiUpload(AmazonS3 oosClient) {
try {
String filePath = "";
// Set multiple parameters in UploadFileRequest
UploadFileRequest request = new UploadFileRequest(BUCKET_NAME, OBJECT_NAME);
// The local file to be uploaded
request.setUploadFile(filePath);
// Concurrent threads for multipart upload, default is 1, with a maximum of
1000

request.setTaskNum(5);

// The size of each part, with a default of 5 MiB.

// If partSize is less than 5 MiB, it will be adjusted to 5 MiB for all parts
except the last one

request.setPartSize(10 * 1024 * 1024);

// Enable the resumable upload feature; it is disabled by default

request.setEnableCheckpoint(true);

// A file to record the results of local part uploads

// This parameter needs to be set when enabling the resumable upload feature

// Progress information during the upload process will be saved in this file

// If a part upload fails, the upload will resume from the recorded point in
the file upon retry

// After the upload is complete, this file will be deleted

// By default, it is in the same directory as the local file to be uploaded

MultipleUpload multiUpload = new MultipleUpload(request, oosClient);

// Resumable upload

CompleteMultipartUploadResult result = multiUpload.upload();
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System.out.println("MultiUpload success!" +

"\n" + "objectName: + result.getKey() +

"\n" + "bucketName: + result.getBucketName() +

"\n" + "location: + result.getlLocation() +

"\n" + "etag: + result.getETag());

} catch (AmazonServiceException se) {
System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.13 POST Object
U U RAE A HTML 2% BURSCA AR 2045 72 1) Bucket. POST 7 53— B U PUT #:4E,
POST w] LAiLA# 35 i ik Browser-based #1775, #3014 FA% EF6 & Bucket o
s AR sdk L H [ Post Object.

ABIARES

private static void postObject() {
PostObject po = new PostObject();
// Set the contentType of the request header
ContentType contentType = ContentType.create("image/jpeg",
StandardCharsets.UTF_8);
try {
po.postObjectDemo(BUCKET_NAME, OBJECT_NAME, contentType);
} catch (Exception e) {
e.printStackTrace();
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4.3.14 OPTIONS Object
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private static void optionsObject(AmazonS3 oosClient) {

try {
OptionObjectRequest request = new OptionObjectRequest();
// Set the objectName
request.setObjectName (OBJECT_NAME);
// Set the bucketName
request.setBucketName (BUCKET_NAME);
// Set the origin
request.setOrigin("https://www.ctyun.cn");
// Set the HTTP method to be used in the actual request
request.setAccessControlRequestMethod("PUT");
// Optional
// Set the HTTP request headers to be sent in the actual request, separated

by commas(,)

request.setAccessControlRequestHeaders("GET, DELETE");
oosClient.optionsObject(request);
System.out.println("options object success!");

} catch (AmazonServiceException se) {
System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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private static void generatePresignedUrl(AmazonS3 oosClient) {

try {

GeneratePresignedUrlRequest shareUrlRequest = new
GeneratePresignedUrlRequest(
BUCKET_NAME, OBJECT_NAME);
Date now = new Date();
// Set the expiration time to one day later
Date expire = new Date(now.getTime() + 1000 * 3600 * 24);
// Optional
// Set the connection timeout, with a default of 15 minutes
shareUrlRequest.setExpiration(expire);
// Optional
// Set the download speed limit in KiB/s
//shareUrlRequest.addRequestParameter("x-amz-limitrate", "2048");
URL url = oosClient.generatePresignedUrl(shareUrlRequest);
System.out.println("generatePresignedUrl success!" +
"\n" + url.toString());

} catch (AmazonServiceException se) {
System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.16 SrE EEELH API
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private static void testTransferManagerUpload(AmazonS3 oosClient) {
ThreadFactory threadFactory = new ThreadFactory() {

private int threadCount = 1;

public Thread newThread(Runnable r) {
Thread thread = new Thread(r);
thread.setName("s3-transfer-manager-worker-" + threadCount++);

return thread;

¥
ThreadPoolExecutor threadPoolExecutor = (ThreadPoolExecutor)
Executors.newFixedThreadPool (10, threadFactory);
TransferManager transferManager = new TransferManager(oosClient,
threadPoolExecutor);
System.out.println("before upload");
Upload upload = transferManager.upload(BUCKET_NAME, OBJECT_NAME, UPLOAD_FILE);
System.out.println("in upload");
try {
upload.waitForUploadResult();
System.out.println("Upload complete.");
} catch (AmazonServiceException | InterruptedException se) {

System.out.println(se.toString());
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}

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());

TransferManager 253244t T abortMultipartUploads 777%, F T & I1EIEE BRI B B H P
ATCAETR A APL ISt FE 8 H I, BRIl e 45 € B 2 aigviaatl, BioAE FAER 73 B B
=0 AP 26185 B BOSFR N

1.
2.

6%k TransferManager 255241

4T TransferManager. abortMultipartUploads 7772, &€ Bucket 4 FRA1 H 31

LR Javars ARG R 1 IR RS

private static void abortTransferManagerUpload(AmazonS3 oosClient) {

TransferManager transferManager = new TransferManager(oosClient);
Date oneWeekAgo = new Date(System.currentTimeMillis() - 1000 * 60 * 60 * 24 * 7);
try {
transferManager.abortMultipartUploads (BUCKET_NAME, oneWeekAgo);
} catch (AmazonServiceException se) {
System.out.println(se.toString());
} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());
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4.3.17 HEAD Object
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private static void headObject(AmazonS3 oosClient) {
try {
ObjectMetadata metadata = oosClient.getObjectMetadata(BUCKET_NAME, OBJECT_NAME);
if (metadata.getUserMetadata() != null & metadata.getUserMetadata().size() > 9)

System.out.println("UserMetaData");
for (String userMetaDataKey : metadata.getUserMetadata().keySet()) {

System.out.println(userMetaDataKey + +

metadata.getUserMetadata().get(userMetaDataKey));
}

}
if (metadata.getRawMetadata() != null & & metadata.getRawMetadata().size() > 0) {

System.out.println("RawMetaData");
for (String rawMetaData : metadata.getRawMetadata().keySet()) {

System.out.println(rawMetaData + +
metadata.getRawMetadata().get(rawMetaData));
}
}
System.out.println("========================");

System.out.println("etag: + metadata.getETag() +

"\n" + "contentMD5: " + metadata.getContentMD5() +

"\n" + "expirationTime: + metadata.getExpirationTime());

} catch (AmazonServiceException se) {
System.out.println(se.toString());

} catch (AmazonClientException ce) {

System.out.println(ce.getMessage());

81




=2 T

y.N
swlﬁﬁ OO0S SDK Java JF k& 165 V6

5 it AR S REB RS

giit oA (Statistics APD k55 A5G R~ I 7E example H]¥ H3%:
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private static AmazonS3 getAmazonS3() {
ClientConfiguration configuration = new ClientConfiguration();
configuration.setSocketTimeout (30 * 1000);
configuration.setConnectionTimeout (30 * 1000);
configuration.setProtocol(Protocol.HTTP);
/] fEH va %4
System.setProperty(SDKGlobalConfiguration.ENABLE_S3 SIGV4_SYSTEM_PROPERTY, "true");
/! ZWBREZ5%4, KESS
S3ClientOptions options = new S3ClientOptions();
options.setPayloadSigningEnabled(true);
AmazonS3 client = new AmazonS3Client(new
PropertiesCredentials(TestConfig.00S_ACCESS_KEY, TestConfig.00S_SECRET_KEY), configuration);
client.setEndpoint(TestConfig.00S_MANAGEMENT_ENDPOINT);
client.setS3ClientOptions(options);

return client;
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5.1 GetCapacity
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private static void getCapacity(AmazonS3 client) {

CtyunGetCapacityRequest request = new CtyunGetCapacityRequest();

Date date = new Date();

// Specify the start time for querying capacity

request.setBeginDate(new Date(date.getTime() - (1000 * 3600 * 24)));

// Specify the end time for querying capacity

request.setEndDate(date);

request.setBucket (BUCKET_NAME);

// Specify the storage type to query: STANDARD/STANDARD_IA/all, with the default
being STANDARD

request.setStorageClass(StorageClass.All);

// Specify the data location for querying capacity

// If no data location name is specified, the total capacity of all data
locations under the account name will be queried

request.setRegion("QingDao");

// Set the sampling granularity of the statistics data: byHour | bySmin | byDay

request.setFreq("byHour");

try {
CtyunGetCapacityResult result = client.ctyunGetCapacity(request);
for (CtyunCapacityStatistics statistics : result.getCapacityStatistics()) {
if (statistics.getStatisticsData() != null) {
System.out.println(
"Date: " + statistics.getStatisticsDate() + "\n" +
"MaxCapacity: " +
statistics.getStatisticsData().getMaxCapacity() + "\n" +
"AverageCapacity: " +
statistics.getStatisticsData().getAverageCapacity() + "\n" +
"SampleCapacity: " +
statistics.getStatisticsData().getSampleCapacity() + "\n"

)5
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}
if (statistics.getStatisticsData_ia() != null) {
System.out.println(
"Date: " + statistics.getStatisticsDate() + "\n" +
"MaxCapacity_ia: " +
statistics.getStatisticsData_ia().getMaxCapacity() + "\n" +
"AverageCapacity_ia: " +
statistics.getStatisticsData_ia().getAverageCapacity() + "\n" +
"SampleCapacity_ia: " +
statistics.getStatisticsData_ia().getSampleCapacity() + "\n"

)s

}
} catch (Exception e) {

e.printStackTrace();
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5.2 GetBil ledStorageUsage
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private static void getBilledStorageUsage(AmazonS3 client) {

CtyunGetBilledStorageUsageRequest request = new
CtyunGetBilledStorageUsageRequest();

Date date = new Date();

request.setBeginDate(new Date(date.getTime() - 1000 * 3600 * 24));

request.setEndDate(date);

// Specify the storage type to query: STANDARD/STANDARD_IA/all, with the default
being all

request.setStorageClass(StorageClass.All);

request.setBucket (BUCKET_NAME);

// Specify the data location for querying capacity

// If no data location name is specified, the total capacity of all data
locations under the account name will be queried

request.setRegion("QingDao");

// Set the sampling granularity of the statistics data: byHour | bySmin, with the
default being byHour

request.setFreq(Freq.BY_HOUR);

try {

CtyunGetBilledStorageUsageResult billedStorageUsage =
client.ctyunGetBilledStorageUsage(request);
for (CtyunGetBilledStorageUsageStatistics statics :
billedStorageUsage.getCtyunGetBilledStorageUsageStatistics()) {
if (statics.getStandard() != null) {
System.out.println(
"Date: " + statics.getStatisticsDate() + "\n" +
"BilledStorageUsage: " +

statics.getStandard().getBilledStorageUsage() + "\n" + // H.fi Byte

"RemainderChargeStorageUsage: +

statics.getStandard().getRemainderChargeStorageUsage() + "\n" + // fH AN ©

85



= e

y.N
mﬁﬁ OO0S SDK Java JF k& 165 V6

"RemainderChargeOfDuration: +
statics.getStandard().getRemainderChargeOfDuration() + "\n" + // fH N @
"RemainderChargeOfSize: " +
statics.getStandard().getRemainderCharge0fSize() + "\n" // {H N O
)
}
if (statics.getStandard_ia() != null) {
System.out.println(
"Date: " + statics.getStatisticsDate() + "\n" +
"BilledStorageUsage_ia: " +
statics.getStandard_ia().getBilledStorageUsage() + "\n" + // PfI Byte

"RemainderChargeStorageUsage_ia: +

statics.getStandard_ia().getRemainderChargeStorageUsage() + "\n" + // H.{i Byte
"RemainderChargeOfDuration_ia: " +
statics.getStandard_ia().getRemainderChargeOfDuration() + "\n" + // H.{i Byte

"RemainderChargeOfSize: +

statics.getStandard_ia().getRemainderChargeOfSize() + "\n" // ¥4I Byte

)s

}

} catch (Exception e) {
e.printStackTrace();
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5. 3 GetRestoreCapacity
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private static void getRestoreCapacity(AmazonS3 client) {

CtyunGetRestoreCapacityRequest request = new CtyunGetRestoreCapacityRequest();

Date date = new Date();

request.setBeginDate(date);

request.setEndDate(date);

request.setBucket (BUCKET_NAME);

// Set the sampling granularity of the statistics data: byHour | bySmin | byDay,
with the default being byHour

request.setFreq(Freq.BY_HOUR);

// Specify the storage type to query: STANDARD_IA/all, with the default being all

request.setStorageClass(StorageClass.All);

// Specify the data location for querying capacity

// If no data location name is specified, the total capacity of all data
locations under the account name will be queried

request.setRegion("QingDao");

try {

CtyunGetRestoreCapacityResult result =
client.ctyunGetRestoreCapacity(request);
for (CtyunGetRestoreCapacityStatistics statistics :
result.getCtyunGetRestoreCapacityStatistics()) {
if (statistics.getStandard_iaCapacity() != null) {
System.out.println(
"Date: " + statistics.getStatisticsDate() + "\n" +
"RestoreCapacity_ia: " +

statistics.getStandard_iaCapacity().getCapacity() + "\n"
)

}
} catch (Exception e) {

e.printStackTrace();
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5.4 GetDeleteCapacity
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private static void getDeleteCapacity(AmazonS3 client) {
CtyunDeleteCapacityRequest request = new CtyunDeleteCapacityRequest();
Date date = new Date();
request.setBeginDate(new Date(date.getTime() - 1000 * 3600 * 24));
request.setEndDate(date);
// Set the sampling granularity of the statistical data: byHour | byS5min | byDay,
with the default being byHour
request.setFreq("byHour");
// Specify the data location for querying capacity
// If no data location name is specified, the total capacity of all data
locations under the account will be queried
request.setRegion("QingDao");
// Specify the storage type to query: STANDARD/STANDARD_IA/all, with the default
being STANDARD
request.setStorageClass(StorageClass.All);
request.setBucket (BUCKET_NAME);
try {
CtyunGetDeleteCapacityResult result = client.ctyunGetDeleteCapacity(request);
System.out.println("User: " + result.getBucketName());
for (CtyunDeleteCapacityStatistics statistics :
result.getDeleteCapacityStatistics()) {
if (statistics.getStatisticsData() != null) {
System.out.println(
"Date: " + statistics.getStatisticsDate() + "\n" +
"DeleteCapacity: " +
statistics.getStatisticsData().getDeleteCapacity() + "\n"
)
}
if (statistics.getStatisticsIA() != null) {

System.out.println(

"Date: " + statistics.getStatisticsDate() + "\n" +
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"DeleteCapacity_ia: +

statistics.getStatisticsIA().getDeleteCapacity() + "\n"
)

}
} catch (Exception e) {

e.printStackTrace();
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5.5 GetTraffics
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private static void getTraffics(AmazonS3 client) {

CtyunGetTrafficsRequest request = new CtyunGetTrafficsRequest();

Date date = new Date();

request.setBeginDate(new Date(date.getTime() - 1000 * 3600 * 24));

request.setEndDate(date);

request.setBucket (BUCKET_NAME);

// Specify the storage type to query: STANDARD/STANDARD_IA/all, with the default
being STANDARD

request.setStorageClass(StorageClass.All);

// Set the sampling granularity of the statistical data: byHour | by5min | byDay,
with the default being byHour

request.setFreq("byHour");

// Specify the data location for querying capacity

// If no data location name is specified, the total capacity of all data
locations under the account will be queried

request.setRegion("QingDao");

// Set the type of traffic to be returned: inbound/outbound/all, with the default
being all

request.setInOutType("all");

// Set the type of traffic to be returned: internet/noninternet/all, with the
default being all

request.setInternetType("all");

// Set the type of traffic to be returned: direct/roam/all, with the default
being all

request.setTrafficsType("all");

try {

CtyunGetTrafficsResult result = client.ctyunGetTraffics(request);
for (CtyunGetTrafficsStatistics statistics : result.getTrafficsStatistics())

if (statistics.getStatisticsData() != null) {
CtyunGetTrafficsStatisticsData data = statistics.getStatisticsData();
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System.out.println(

"Date: " + statistics.getStatisticsDate() + "\n" +

"InternetDirectInbound: +

data.getInternetDirectInbound() + "\t" +

"InternetRoamInbound: + data.getInternetRoamInbound()

+ "\t" +

"NonInternetDirectInbound: +
data.getNonInternetDirectInbound() + "\t" +

"NonInternetRoamInbound: +

data.getNonInternetRoamInbound() + "\t" +

"InternetDirectOutbound: +
data.getInternetDirectOutbound() + "\t" +

"InternetRoamOutbound: " +
data.getInternetRoamOutbound() + "\t" +

"NonInternetDirectOutbound: " +
data.getNonInternetDirectOutbound() + "\t" +

"NonInternetRoamOutbound: " +

data.getNonInternetRoamOutbound() + "\n"
)
}
if (statistics.getStatisticsData_ia() != null) {
CtyunGetTrafficsStatisticsData data_ia =
statistics.getStatisticsData_ia();
System.out.println(
"Date " + statistics.getStatisticsDate() + "\n" +

"InternetDirectInbound_ia: +

data_ia.getInternetDirectInbound() + "\t" +

"InternetRoamInbound_ia: +
data_ia.getInternetRoamInbound() + "\t" +
"NonInternetDirectInbound_ia: " +
data_ia.getNonInternetDirectInbound() + "\t" +
"NonInternetRoamInbound_ia: " +
data_ia.getNonInternetRoamInbound() + "\t" +
"InternetDirectOutbound_ia: " +
data_ia.getInternetDirectOutbound() + "\t" +
"InternetRoamOutbound_ia: " +

data_ia.getInternetRoamOutbound() + "\t" +
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"NonInternetDirectOutbound_ia: +
data_ia.getNonInternetDirectOutbound() + "\t" +

"NonInternetRoamOutbound_ia: +

data_ia.getNonInternetRoamOutbound() + "\n"

)s

}
} catch (Exception e) {

e.printStackTrace();
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5. 6 GetRequests
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private static void getRequests(AmazonS3 client) {

CtyunGetRequestsRequest request = new CtyunGetRequestsRequest();

Date date = new Date();

request.setBeginDate(new Date(date.getTime() - 1000 * 3600 * 24));

request.setEndDate(date);

request.setBucket (BUCKET_NAME);

// Specify the data location for querying capacity

// If no data location name is specified, the total capacity of all data
locations under the account will be queried

request.setRegion("QingDao");

// Set the type of traffic to be returned: internet/noninternet/all, with the
default being all

request.setInternetType("all");

// Set the type of requests to be returned: put/get/delete/head/post/others/all,
with the default being all

request.setRequestsType("all");

// Set the sampling granularity of the statistical data: byHour | byS5min | byDay,
with the default being byHour

request.setFreq("byHour");

// Specify the storage type to query: STANDARD/STANDARD_IA/all, with the default
being STANDARD

request.setStorageClass(StorageClass.All);

try {

CtyunGetRequestsResult result = client.ctyunGetRequests(request);

for (CtyunGetRequestsStatistics statistics : result.getRequestsStatistics())

if (statistics.getStatisticsData() != null) {
CtyunGetRequestsStatisticsData data = statistics.getStatisticsData();
System.out.println(
"Date: " + statistics.getStatisticsDate() + "\n" +

"Internet.GetRequest: + data.getGetRequest() + "\n" +
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"Internet.HeadRequest: " + data.getHeadRequest() + "\n"
+

"Internet.PutRequest: " + data.getPutRequest() + "\n" +

"Internet.PostRequest: " + data.getPostRequest() + "\n"
+

"Internet.DeleteRequest: " + data.getDeleteRequest() +
"\n" +

"Internet.OthersRequest: " + data.getOtherRequest() +
"\n" +

"NonInternet.GetRequest: +

data.getNonInternetGetRequest() + "\n" +

"NonInternet.HeadRequest: +
data.getNonInternetHeadRequest() + "\n" +
"NonInternet.PutRequest: " +
data.getNonInternetPutRequest() + "\n" +
"NonInternet.PostRequest: " +
data.getNonInternetPostRequest() + "\n" +
"NonInternet.DeleteRequest: " +
data.getNonInternetDeleteRequest() + "\n" +
"NonInternet.OthersRequest: " +

data.getNonInternetOtherRequest() + "\n"
)5
}
if (statistics.getStatisticsData_ia() != null) {
CtyunGetRequestsStatisticsData data_ia =
statistics.getStatisticsData_ia();
System.out.println(
"Date: " + statistics.getStatisticsDate() + "\n" +

"Internet.GetRequest_ia: + data_ia.getGetRequest() +

"\n" +

"Internet.HeadRequest_ia: " + data_ia.getHeadRequest()
+ "\n" +

"Internet.PutRequest_ia: " + data_ia.getPutRequest() +
"\n" +

"Internet.PostRequest_ia: " + data_ia.getPostRequest()
+ "\n" +
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"Internet.DeleteRequest_ia: +
data_ia.getDeleteRequest() + "\n" +

"Internet.OthersRequest_ia: " +
data_ia.getOtherRequest() + "\n" +

"NonInternet.GetRequest_ia: " +
data_ia.getNonInternetGetRequest() + "\n" +

"NonInternet.HeadRequest_ia: +
data_ia.getNonInternetHeadRequest() + "\n" +

"NonInternet.PutRequest_ia: +

data_ia.getNonInternetPutRequest() + "\n" +

"NonInternet.PostRequest_ia: +
data_ia.getNonInternetPostRequest() + "\n" +

"NonInternet.DeleteRequest_ia: " +
data_ia.getNonInternetDeleteRequest() + "\n" +

"NonInternet.OthersRequest_ia: " +

data_ia.getNonInternetOtherRequest() + "\n"
)s

}
} catch (Exception e) {
e.printStackTrace();
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5.7 GetReturnCode
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private static void getReturnCode(AmazonS3 client) {

CtyunGetReturnCodeRequest request = new CtyunGetReturnCodeRequest();

Date date = new Date();

request.setBeginDate(new Date(date.getTime() - 1000 * 3600 * 24));

request.setEndDate(date);

request.setBucket (BUCKET_NAME);

// Specify the data location for querying capacity

// If no data location name is specified, the total capacity of all data
locations under the account will be queried

request.setRegion("QingDao");

// Set the type of traffic to be returned: internet/noninternet/all, with the
default being all

request.setInternetType("all");

List<String> requestTypelList = new ArrayList<>();

requestTypelList.add("all");

// Set the type of requests to be returned: put/get/delete/head/post/others/all,
with the default being all

request.setRequestsTypelList(requestTypelList);

List<String> responseTypelList = new ArraylList<>();

responseTypelList.add("all");

// Specify the request type for returning the count of return codes:

//
Response200/Response204/Response206/Response403/Response404/Responsedxx/Response500/Resp
onseb503/all,

// with the default being all

request.setResponseTypelList(responseTypelList);

// Set the sampling granularity of the statistical data: byHour | by5min | byDay,
with the default being byHour

request.setFreq("byHour");
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// Specify the storage type to query: STANDARD/STANDARD_IA/all, with the default
being STANDARD
request.setStorageClass(StorageClass.All);
try {
CtyunGetReturnCodeResult result = client.ctyunGetReturnCode(request);
for (CtyunGetReturnCodeStatistics statistics :
result.getReturnCodeStatistics()) {
if (statistics.getStatisticsData() != null) {
CtyunGetReturnCodeStatisticsData data =
statistics.getStatisticsData();
System.out.println(
"GetReturnCode:"

+ "\n Date:" + statistics.getStatisticsDate()

+ "\n Internet Get 200 :" + data.getGet200()
+ "\n Internet Get 206 :" + data.getGet206()
+ "\n Internet Get 403 :" + data.getGet403()
+ "\n Internet Get 404 :" + data.getGet404()

+ "\n Internet Get 4xx :" + data.getGet4xx()

+ "\n Internet Head 200 :"

+

data.getHead200()
+ "\n Internet Head 206 :"

+

data.getHead206()
+ "\n Internet Head 403 :" + data.getHead403()
+ "\n Internet Head 404 :" + data.getHead404()

+ "\n Internet Head 4xx :" + data.getHead4xx()

+ "\n Internet Put 200 :" + data.getPut200()
+ "\n Internet Put 403 :" + data.getPut403()
+ "\n Internet Put 404 :" + data.getPut404()

+ "\n Internet Put 4xx :" + data.getPut4xx()

+ "\n Internet Post 200 :" + data.getPost200()
+ "\n Internet Post 403 :" + data.getPost403()
+ "\n Internet Post 404 :" + data.getPost404()

+ "\n Internet Post 4xx :" + data.getPost4xx()

+ "\n Internet Delete 200 :" + data.getDelete200()
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data

data

data

data.

data.

data.

data.

data.

data.

data.

data.

data.

.getGet20ONonInternet()

.getGet206NonInternet()

.getGet403NonInternet()

getGet404NonInternet ()

getGetdxxNonInternet()

getHead20@NonInternet()

getHead206NonInternet()

getHead4@3NonInternet()

getHead4@4NonInternet()

getHead4xxNonInternet()

getPut20@NonInternet()

getPut403NonInternet()

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

+ "\n

Internet Delete 204 :
Internet Delete 403 :
Internet Delete 404 :

Internet Delete 4xx :

Internet Others 200 :
Internet Others 403 :
Internet Others 404 :

Internet Others 4xx :

NonInternet

NonInternet

NonInternet

NonInternet

NonInternet

NonInternet

NonInternet

NonInternet

NonInternet

NonInternet

NonInternet

NonInternet

Get 200 :

Get 206 :

Get 403 :

Get 404 :

Get 4xx :

Head 200 :

Head 206 :

Head 403 :

Head 4xx :

Put 200 :

Put 4e3 :

Head 404 :

+

+

data.
data.

data

data.

data.
data.
data.
data.

getDelete204()
getDelete403()

.getDeleted04()

getDeletedxx()

getOthers200()
getOthers403()
getOthers404()
getOthers4xx()
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"\n NonInternet Put 404 :" +
data.getPut404NonInternet()

"\n NonInternet Put 4xx :" +
data.getPut4xxNonInternet()

"\n NonInternet Post 200 :" +
data.getPost200NonInternet()

"\n NonInternet Post 403 :" +
data.getPost403NonInternet()

"\n NonInternet Post 404 :" +
data.getPost404NonInternet()

"\n NonInternet Post 4xx :" +
data.getPost4xxNonInternet()

"\n NonInternet Delete 200 :" +
data.getDelete20@NonInternet()

"\n NonInternet Delete 204 :" +
data.getDelete204NonInternet()

"\n NonInternet Delete 403 :" +
data.getDelete403NonInternet()

"\n NonInternet Delete 404 :" +
data.getDelete404NonInternet()

"\n NonInternet Delete 4xx :" +
data.getDeleted4xxNonInternet()

"\n NonInternet Others 200 :" + data.getOthers200()

"\n NonInternet Others 403 :" + data.getOthers403()

"\n NonInternet Others 404 :" + data.getOthers404()

"\n NonInternet Others 4xx :" + data.getOthers4xx()

statistics.getStatisticsData_ia();

}

)E

if (statistics.getStatisticsData_ia() != null) {

CtyunGetReturnCodeStatisticsData data_ia =

System.out.println(

"GetReturnCode_ia:"

+ "\n Date:" + statistics.getStatisticsDate()
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+ "\n Internet Get_ia 200 :" + data_ia.getGet200()

+ "\n Internet Get_ia 206 :" + data_ia.getGet206()

+ "\n Internet Get_ia 403 :" + data_ia.getGet403()

+ "\n Internet Get_ia 404 :" + data_ia.getGet404()

+ "\n Internet Get_ia 4xx :" + data_ia.getGetdxx()

+ "\n Internet Head_ia 200 :" + data_ia.getHead200()

+ "\n Internet Head_ia 206 :" + data_ia.getHead206()

+ "\n Internet Head_ia 403 :" + data_ia.getHead403()

+ "\n Internet Head_ia 404 :" + data_ia.getHead4e4()

+ "\n Internet Head_ia 4xx :" + data_ia.getHead4xx()

+ "\n Internet Put_ia 200 :" + data_ia.getPut200()

+ "\n Internet Put_ia 403 :" + data_ia.getPut4e3()

+ "\n Internet Put_ia 404 :" + data_ia.getPut4e4()

+ "\n Internet Put_ia 4xx :" + data_ia.getPutdxx()

+ "\n Internet Post_ia 200 :" + data_ia.getPost200()

+ "\n Internet Post_ia 403 :" + data_ia.getPost403()

+ "\n Internet Post_ia 404 :" + data_ia.getPost404()

+ "\n Internet Post_ia 4xx :" + data_ia.getPost4xx()

+ "\n Internet Delete_ia 200 :" +
data_ia.getDelete200()

+ "\n Internet Delete_ia 204 :" +
data_ia.getDelete204()

+ "\n Internet Delete_ia 403 :" +
data_ia.getDelete403()

+ "\n Internet Delete_ia 404 :" +
data_ia.getDelete404()

+ "\n Internet Delete_ia 4xx :" +
data_ia.getDeletedxx()

+ "\n Internet Others_ia 200 :" +
data_ia.getOthers200()
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+ "\n Internet Others_ia 403 :" +
data_ia.getOthers4e3()

+ "\n Internet Others_ia 404 :" +
data_ia.getOthers404()

+ "\n Internet Others_ia 4xx :" +

data_ia.getOthersa4xx()

+ "\n NonInternet Get_ia 200 :" +
data_ia.getGet2@@NonInternet()

+ "\n NonInternet Get_ia 206 :" +
data_ia.getGet206NonInternet()

+ "\n NonInternet Get_ia 403 :" +
data_ia.getGet403NonInternet()

+ "\n NonInternet Get_ia 404 :" +
data_ia.getGet404NonInternet()

+ "\n NonInternet Get_ia 4xx :" +

data_ia.getGet4xxNonInternet()

+ "\n NonInternet Head_ia 200 :"
data_ia.getHead2@0ONonInternet()

+ "\n NonInternet Head_ia 206 :"
data_ia.getHead206NonInternet()

+ "\n NonInternet Head_ia 403 :"
data_ia.getHead403NonInternet()

+ "\n NonInternet Head_ia 404 :"
data_ia.getHead4@4NonInternet()

+ "\n NonInternet Head_ia 4xx :

data_ia.getHead4xxNonInternet()

+ "\n NonInternet Put_ia 200 :" +
data_ia.getPut200NonInternet()

+ "\n NonInternet Put_ia 403 :" +
data_ia.getPut403NonInternet()

+ "\n NonInternet Put_ia 404 :" +
data_ia.getPut404NonInternet()
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+ "\n NonInternet Put_ia 4xx :" +
data_ia.getPut4xxNonInternet()

+ "\n NonlInternet Post_ia 200 :" +
data_ia.getPost200NonInternet()

+ "\n NonlInternet Post_ia 403 :" +
data_ia.getPost403NonInternet()

+ "\n NonInternet Post_ia 404 :" +
data_ia.getPost404NonInternet()

+ "\n NonInternet Post_ia 4xx :" +
data_ia.getPost4xxNonInternet()

+ "\n NonlInternet Delete_ia 200 :"
data_ia.getDelete20@NonInternet()

+ "\n NonlInternet Delete_ia 204 :"
data_ia.getDelete204NonInternet()

+ "\n NonlInternet Delete_ia 403 :"
data_ia.getDeleted4@3NonInternet()

+ "\n NonInternet Delete_ia 404 :"
data_ia.getDeleted4@4NonInternet()

+ "\n NonInternet Delete_ia 4xx :"
data_ia.getDeletedxxNonInternet()

+ "\n NonlInternet Others_ia 200 :"
data_ia.getOthers200()

+ "\n NonlInternet Others_ia 403 :"
data_ia.getOthers4e3()

+ "\n NonInternet Others_ia 404 :"
data_ia.getOthers4e4()

+ "\n NonInternet Others_ia 4xx :"
data_ia.getOthers4xx()

)s

}
} catch (Exception e) {

e.printStackTrace();
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5.8 GetConcurrentConnection

SRR A R R L (K9 AR
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private static void getConcurrentConnection(AmazonS3 client) {

CtyunGetConcurrentConnectionRequest request = new
CtyunGetConcurrentConnectionRequest();

Date date = new Date();

// The time span cannot exceed one day, and the sampling interval is 5 minutes

request.setBeginDate(new Date(date.getTime() - 1000 * 3600 * 12));

request.setEndDate(date);

request.setBucket (BUCKET_NAME);

// Specify the data location for querying capacity

// If no data location name is specified, the total capacity of all data
locations under the account will be queried

request.setRegion("QingDao");

// Set the type of traffic to be returned: internet/noninternet/all, with the
default being all

request.setInternetType("all");

// Set the sampling granularity of the statistics data; it can only be by5min

request.setFreq("by5min");

try {

CtyunGetConcurrentConnectionResult result =
client.ctyunGetConcurrentConnection(request);
for (CtyunGetConcurrentConnectionStatistics statistics
result.getConcurrentConnectionStatistics()) {
if (statistics.getStatisticsData() != null) {
CtyunGetConcurrentConnectionStatisticsData data =
statistics.getStatisticsData();
System.out.println(
"Date: " + statistics.getStatisticsDate() + "\n" +
"InternetConnection: " + data.getInternetConnection() +

"\t" +

"NonInternetConnection: +

data.getNonInternetConnection() + "\n"
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)5

}
} catch (Exception e) {

e.printStackTrace();
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CtyunGetUsageRequest request =
Date date = new Date();

private static void getUsage(AmazonS3 client) {

new CtyunGetUsageRequest();

// Set the start time to three hours ago
request.setBeginDate(new Date(date.getTime() - 1000 * 3600 * 3));
// Set the end time to the current time
request.setEndDate(date);
// With a statistical unit of 5 minutes
request.setMinutesFrequenceEnabled(true);
request.setBucketName (BUCKET_NAME);
try {

CtyunGetUsageResult result = client.ctyunGetUsage(request);
System.out.println(

"UserName: + result.getUserName() + "\n" +

"BucketName: " + result.getBucketName()

)s

for (CtyunPoolUsage poolUsage : result.getDatailUsage()) {

if (poolUsage.getCtyunPoolUsageData() != null) {
System.out.println("PoolName: " + poolUsage.getPoolName());

for (CtyunPoolUsageData poolUsageData :

poolUsage.getCtyunPoolUsageData()) {

System.out.println(

"Date: " + poolUsageData.getDate() + "\n" +

"Capacity:
"Upload: " +
"Download: "
"DeleteFlow:

"RoamUpload:

+ poolUsageData.getCapacity() + "\n" +
poolUsageData.getUpload() + "\n" +

+ poolUsageData.getDownload() + "\n" +

+ poolUsageData.getDeleteFlow() + "\n" +

+ poolUsageData.getRoamUpload() + "\n" +
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"RoamDownload: " + poolUsageData.getRoamDownload() + "\n" +

"GetRequest: " + poolUsageData.getGetRequest() + "\n" +

"HeadRequest: " + poolUsageData.getHeadRequest() + "\n" +

"PutRequest: " + poolUsageData.getPutRequest() + "\n" +

"PostRequest: " + poolUsageData.getPostRequest() + "\n" +

"DeleteRequest: " + poolUsageData.getDeleteRequest() + "\n"
+

"OtherRequest: " + poolUsageData.getOtherRequest() + "\n" +

"NonInternetUpload: " +
poolUsageData.getNonInternetUpload() + "\n" +

"NonInternetDownload: " +
poolUsageData.getNonInternetDownload() + "\n" +

"NonInternetDeleteFlow: " +
poolUsageData.getNonInternetDeleteFlow() + "\n" +

"NonInternetRoamUpload: " +
poolUsageData.getNonInternetRoamUpload() + "\n" +

"NonInternetRoamDownload: " +
poolUsageData.getNonInternetRoamDownload() + "\n" +

"NonInternetGeRequest: " +
poolUsageData.getNonInternetGetRequest() + "\n" +

"NonInternetHeadRequest: " +
poolUsageData.getNonInternetHeadRequest() + "\n" +

"NonInternetPutRequest: " +
poolUsageData.getNonInternetPutRequest() + "\n" +

"NonInternetPostRequest: " +
poolUsageData.getNonInternetPostRequest() + "\n" +

"NonInternetDeleteRequest: " +
poolUsageData.getNonInternetDeleteRequest() + "\n" +

"NonInternetOtherRequest: " +
poolUsageData.getNonInternetOtherRequest()

)
}
}
}

} catch (Exception e) {

e.printStackTrace();
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5.10 GetBandWidth
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private static void getBandWidth(AmazonS3 client) {
CtyunGetBandwidthRequest request = new CtyunGetBandwidthRequest();
Date date = new Date();
// Set the start time to three hours ago
request.setBeginDate(new Date(date.getTime() - 1000 * 3600 * 3));
// Set the end time to the current time
request.setEndDate(date);

request.setBucketName (BUCKET_NAME);

try {
CtyunGetBandwidthResult result = client.ctyunGetBandwidth(request);
System.out.println(

"UserName: + result.getUserName() + "\n" +

"BucketName: + result.getBucketName()

)s
for (CtyunPoolBandwidth poolBandwidth : result.getDetailBandwidth()) {
if (poolBandwidth.getCtyunPoolBandwidthData() != null) {
System.out.println("PoolName: " + poolBandwidth.getPoolName());
for (CtyunPoolBandwidthData poolBandwidthData :
poolBandwidth.getCtyunPoolBandwidthData()) {
System.out.println(
"Date: " + poolBandwidthData.getDate() + "\n" +
"UploadBW: " + poolBandwidthData.getUploadBW() + "\n" +
"DownloadBW: " + poolBandwidthData.getDownloadBW() + "\n" +
"RoamUploadBW: " + poolBandwidthData.getRoamUploadBW() +
"\n" +
"RoamDownloadBW: " + poolBandwidthData.getRoamDownloadBW()

+ "\n" +
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"NonInternetUploadBW: " +
poolBandwidthData.getNonInternetRoamUploadBW() + "\n" +

"NonInternetDownloadBW: " +
poolBandwidthData.getNonInternetRoamDownloadBW() + "\n" +

"NonInternetRoamUploadBW: " +
poolBandwidthData.getNonInternetRoamUploadBW() + "\n" +

"NonInternetRoamDownloadBW: +

poolBandwidthData.getNonInternetRoamDownloadBW()
)

}
} catch (Exception e) {

e.printStackTrace();
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6 BRIERERARSZ KRB

ERAE BREE AR 25 ARG R B 7E example (17 H 3% \src\en\ctyun\test\CloudTrail Test.java.
TR EREBERGIH8 (CloudTrail APD AR5 ) Endpoint.
W E trailclient [z

private static CloudTrailClient getCloudTrailClient() {

ClientConfiguration clientConfig = new ClientConfiguration();

// W& https, {3 https

clientConfig.setProtocol(Protocol.HTTPS);

// R va %4

System.setProperty(SDKGlobalConfiguration.ENABLE_S3_SIGV4_SYSTEM_PROPERTY,
“"true");

System.setProperty(SDKGlobalConfiguration.ENABLE_STS_SIGV4_SYSTEM_PROPERTY,
"true");

// Gl client, ' 00SCredentials.properties F11E/5E H J7 4 1% 15

CloudTrailClient trailClient = new CloudTrailClient(new
PropertiesCredentials(TestConfig.00S_ACCESS_KEY, TestConfig.00S_SECRET_KEY),
clientConfig);

// BHE endpoint

trailClient.setEndpoint(TestConfig.00S_ENDPOINT_TRAIL);

return trailClient;
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6.1 CreateTrail
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private static void createTrail(CloudTrailClient client) {
// Initialize the createTrail operation request
CreateTrailRequest request = new CreateTrailRequest();
// Parameter assignment
request.setName(TRAIL_NAME);
request.setS3BucketName (BUCKET_NAME);
request.setS3KeyPrefix (PREFIX);
try {
// Execute the createTrail request and obtain the result
CreateTrailResult result = client.createTrail(request);
// Output the result
System.out.println("createTrail success! " +
"\n Name:" + result.getName() +
"\t S3BucketName :" + result.getS3BucketName() +
"\t S3KeyPrefix :" + result.getS3KeyPrefix() +
"\t TrailARN :" + result.getTrailARN());
} catch (Exception e) {

e.printStackTrace();
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6.2 DeleteTrail
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private static void deleteTrail(CloudTrailClient client) {

DeleteTrailRequest request = new DeleteTrailRequest();
request.setName(TRAIL_NAME);
try {

client.deleteTrail(request);

System.out.println("delete " + TRAIL_NAME + " success!");
} catch (Exception e) {

e.printStackTrace();
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6.3 DescribeTrails
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private static void describeTrails(CloudTrailClient client) {
DescribeTrailsRequest request = new DescribeTrailsRequest();
// Build a TRAIL_NAME list to query information for multiple trails
ArrayList<String> TRAIL_NAMEList = new ArrayList<>();
TRAIL_NAMEList.add(TRAIL_NAME);
TRAIL_NAMEList.add("otherTrailName");
request.setTrailNameList(TRAIL_NAMEList);
try {
DescribeTrailsResult result = client.describeTrails(request);
int index = 1;
System.out.println("describeTrails success!" +
"\n" + "describeTrails:");
for (Trail trail : result.getTraillist()) {
System.out.println("index: " + index + "\t Name:" + trail.getName() + "\t
S3BucketName: " + trail.getS3BucketName()
+ "\t S3KeyPrefix: " + trail.getS3KeyPrefix() + "\t TrailARN: " +
trail.getTrailARN());
index++;
}
} catch (Exception e) {
e.printStackTrace();
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6.4 GetTrailStatus
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private static void getTrailStatus(CloudTrailClient client) {
GetTrailStatusRequest request = new GetTrailStatusRequest();
request.setName(TRAIL_NAME);

try {
GetTrailStatusResult result = client.getTrailStatus(request);

System.out.println("getTrailStatus success!" +

"\n" + "TrailStatus:" +

"\n" + "IslLogging: + result.getIslLogging() +

"\t LatestDeliveryTime :" + result.getlLatestDeliveryTime() +

"\t StartLoggingTime :" + result.getStartLoggingTime() +

"\t StopLoggingTime :" + result.getStoplLoggingTime());
} catch (Exception e) {

e.printStackTrace();
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6.5 PutEventSelectors
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private static void putEventSelectors(CloudTrailClient client) {
PutEventSelectorsRequest request = new PutEventSelectorsRequest();
request.setTrailName(TRAIL_NAME);
// Build an EventSelector 1list
// Since only management events are available at the moment, only one event
selector can be set
ArraylList<EventSelector> eventSelectorList = new ArraylList<>();
EventSelector eventSelectorl = new EventSelector();
// All|ReadOnly|WriteOnly
eventSelectorl.setReadWriteType("WriteOnly");
eventSelectorList.add(eventSelectorl);
request.setEventSelectors(eventSelectorList);
try {
PutEventSelectorsResult result = client.putEventSelectors(request);
System.out.println("putEventSelectors success!");
for (EventSelector eventSelector : result.getEventSelectors()) {
System.out.println("EventSelector:" +
"\n" + "ReadWriteType: " + eventSelector.getReadWriteType());
}
System.out.println("TrailARN: " + result.getTrailARN());
} catch (Exception e) {

e.printStackTrace();
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6. 6 GetEventSelectors
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private static void getEventSelectors(CloudTrailClient client) {
GetEventSelectorsRequest request = new GetEventSelectorsRequest();
request.setTrailName(TRAIL_NAME);
try {
GetEventSelectorsResult result = client.getEventSelectors(request);
System.out.println("getEventSelectors success!");
for (EventSelector eventSelector : result.getEventSelectors()) {
System.out.println("EventSelector:" +

"\n" + "ReadWriteType: + eventSelector.getReadWriteType());

}
System.out.println("TrailARN: " + result.getTrailARN());
} catch (Exception e) {

e.printStackTrace();
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6.7 UpdateTrail
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private static void updateTrail(CloudTrailClient client) {
UpdateTrailRequest request = new UpdateTrailRequest();
// Specify the trail name that needs to be updated
request.setName(TRAIL_NAME);
// Set the content that needs to be updated
request.setS3BucketName (BUCKET_NAME);
request.setS3KeyPrefix("");
try {
UpdateTrailResult result = client.updateTrail(request);
System.out.println("updateTrail success!" +

"\n" + "Name: + result.getName() +
"\t S3BucketName: " + result.getS3BucketName() +
"\t S3KeyPrefix: " + result.getS3KeyPrefix() +
"\t TrailARN: " + result.getTrailARN());

} catch (Exception e) {

e.printStackTrace();
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6.8 StartlLogging
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private static void startLogging(CloudTrailClient client) {
StartLoggingRequest request = new StartLoggingRequest();
request.setName(TRAIL_NAME);
try {
client.startLogging(request);
System.out.println("starting logging..... "
} catch (Exception e) {
e.printStackTrace();
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6.9 StoplLogging
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private static void stoplLogging(CloudTrailClient client) {
StopLoggingRequest request = new StoplLoggingRequest();
request.setName(TRAIL_NAME);
try {
client.stopLogging(request);
System.out.println("stopping logging..... "),
} catch (Exception e) {
e.printStackTrace();
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6. 10 LookupEvents
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private static void lookupEvents(CloudTrailClient client) {

LookupEventsRequest request = new LookupEventsRequest();

// Set the query time range
request.setStartTime(new Date(System.currentTimeMillis() - 1000 * 60 * 100));

request.setEndTime(new Date(System.currentTimeMillis() + 1000 * 60 * 15));

// Set the query attributes. currently, only one query attribute is allowed
List<LookupAttribute> lookupAttributelList = new ArrayList<>();
LookupAttribute lookupAttribute = new LookupAttribute();

// Set the property key for querying management events
lookupAttribute.setAttributeKey("EventName");

// Set the property value for querying management events
lookupAttribute.setAttributeValue("valuel");
lookupAttributelList.add(lookupAttribute);

request.setLookupAttributes(lookupAttributelist);

// The number of results returned, ranging from 1 to 50. The default is to return 50 results

request.setMaxResults(30);

// Set the token
request.setNextToken("nexttoken");
try {
LookupEventsResult result = client.lookupEvents(request);
System.out.println("lookupEvents success!");
for (CloudTrailEvent event : result.getEvents()) {
System.out.println("Event:" +
"\n" + "CloudTrailEvent: " + event.toString());
}
if (result.getNextToken() != null) {
System.out.println("NextToken: " + result.getNextToken());
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}
} catch (Exception e) {

e.printStackTrace();
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7 1AM BRS5REE R4

IAM 1) Ig 55 AR5 7~ 51 /2 example 1) H3%: \src\en\ctyun\test\IAMtest.java.
WE IAM client 7~ :

private static AmazonIdentityManagement getIamClient() {
ClientConfiguration clientConfig = new ClientConfiguration();
clientConfig.setConnectionTimeout(30 * 1000); // W EERAEBER K], FAIZF
clientConfig.setSocketTimeout(30 * 1000); // & & socket {BHIHI[A], HfLZFP
clientConfig.setProtocol(Protocol .HTTPS); // A& https

/] WAEH va %4
System.setProperty(SDKGlobalConfiguration.ENABLE_S3 SIGV4 _SYSTEM_PROPERTY,

"true");

/* B client, H:r 00SCredentials.properties T {EHE 2 4 MY */
AmazonIdentityManagement iamClient = new AmazonIdentityManagementClient(
new PropertiesCredentials(TestConfig.00S_ACCESS_KEY,
TestConfig.00S_SECRET _Key), clientConfig);

// % E endpoint IAM

iamClient.setEndpoint(TestConfig.00S_IAM ENDPOINT_ACCESS);

return iamClient;
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7.1 AREEEO

7.1.1 CreateUser
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private static void createUser(AmazonIdentityManagement client) {

CreateUserRequest request = new CreateUserRequest();
request.setUserName("userl");
// The list of tags to be attached to the newly created user
SdkInternallList<Tag> tags = new SdkInternallList<Tag>();
Tag tag = new Tag();
tag.setKey("keyl");// The key of the tag
tag.setValue("value2");// The value of the tag
tags.add(tag);
Tag tagl = new Tag();
tagl.setKey("key2");
tagl.setValue("value2");
tags.add(tagl);
request.setTags(tags);
try {

CreateUserResult result = client.createUser(request);

System.out.println("createUser success!" +

"\n" + result.toString());

} catch (Exception e) {

e.printStackTrace();
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7.1.2 GetUser
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private static void getUser(AmazonIdentityManagement client) {
GetUserRequest request = new GetUserRequest();
request.setUserName("userl");
try {
GetUserResult result = client.getUser(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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7.1.3 ListUsers
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private static void listUser(AmazonIdentityManagement client) {
ListUsersRequest request = new ListUsersRequest();
// Perform a fuzzy search for userName and accessKeyId to query results that
satisfy multiple query conditions simultaneously
request.setUserName("userl");
// Set it to the value of the Marker element in the response
// that you received to indicate where the next call should start
// request.setMarker("");
// The maximum number of items returned in the response
// request.setMaxItems(10);

// Specifies the AccessKeyId, perform fuzzy matching search according to

AccessKeyId
// request.setAccessKeyId("");
try {

ListUsersResult result = client.listUsers(request);
System.out.println(result.toString());

} catch (Exception e) {
e.printStackTrace();
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7.1.4 DeleteUser
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private static void deleteUser(AmazonIdentityManagement client) {
DeleteUserRequest request = new DeleteUserRequest();
request.setUserName("userl");
try {
client.deleteUser(request);
System.out.println(request + " deleteUser finish");
} catch (Exception e) {
e.printStackTrace();
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7.1.5 TagUser
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private static void tagUser(AmazonIdentityManagement client) {
TagUserRequest request = new TagUserRequest();
request.setUserName("userl");

// Tags for the new user, with each tag containing a key and a value.

associated values by key
SdkInternallList<Tag> tags = new SdkInternallList<Tag>();
Tag tag = new Tag();
// User tag key. Expression: [\p{L}I\p{Z}\p{N}_.:/=+\-@]+
tag.setKey("keyl");
// User tag value. Expression: [\p{L}\p{Z}\p{N}_.:/=+\-@]*
tag.setValue("valuel™);
tags.add(tag);
Tag tagl = new Tag();
tagl.setKey("key2");
tagl.setValue("v2");
tags.add(tagl);
request.setTags(tags);
try {
client.tagUser(request);
System.out.println("tagUser success!");
} catch (Exception e) {
e.printStackTrace();

// A maximum of 10 tags can be created, which can be used to find or retrieve
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7.1. 6 UntagUser
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private static void untagUser(AmazonIdentityManagement client) {
UntagUserRequest request = new UntagUserRequest();
// Delete the tag under the user ‘userl'
request.setUserName("userl");
SdkInternalList<String> tags = new SdkInternallList<>();
// Delete the key2 tag
tags.add("key2");
request.setTagKeys(tags);
try {
client.untagUser(request);
System.out.println("untagUser success!");
} catch (Exception e) {

e.printStackTrace();
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7.1.7 ListUserTags
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//

//

private static void listUserTags(AmazonIdentityManagement client) {

ListUserTagsRequest request = new ListUserTagsRequest();
// List all tags under the user ‘userl'
request.setUserName("userl");
// Set it to the value of the Marker element in the response
// that you received to indicate where the next call should start
request.setMarker("");
// The maximum number of items returned in the response
request.setMaxItems(10);
try {
ListUserTagsResult result = client.listUserTags(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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7.1.8 ListGroupsForUser
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//

//

private static void listGroupsForUser(AmazonIdentityManagement client) {

ListGroupsForUserRequest request = new ListGroupsForUserRequest();

// List all groups under the user ‘userl’

request.setUserName("userl");

// Set it to the value of the Marker element in the response

// that you received to indicate where the next call should start
request.setMarker("");

// The maximum number of items returned in the response

request.setMaxItems(10);

try {

ListGroupsForUserResult result = client.listGroupsForUser(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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7.1.9 CreateAccessKey
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private static void createAccessKey(AmazonIdentityManagement client) {
try {
CreateAccessKeyRequest request = new CreateAccessKeyRequest();
// The name of the IAM user
// request.setUserName("");

CreateAccessKeyResult result = client.createAccessKey(request);
System.out.println("createAccessKey success!" +
"\n" + result.toString());
} catch (Exception e) {
e.printStackTrace();
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7.1.10 ListAccessKeys
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private static void listAccessKey(AmazonIdentityManagement client) {
try {
ListAccessKeysRequest request = new ListAccessKeysRequest();
// The name of the IAM user
// request.setUserName("");
// Set it to the value of the Marker element in the response
// that you received to indicate where the next call should start
// request.setMarker("");
// The maximum number of items returned in the response
// request.setMaxItems(10);
ListAccessKeysResult result = client.listAccessKeys(request);
System.out.println(result.toString());
} catch (Exception e) {
e.printStackTrace();
}
}
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7.1.11 GetAccessKeylLastUsed
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private static void getAccessKeylLastUsed(AmazonIdentityManagement client) {
GetAccessKeylLastUsedRequest request = new GetAccessKeylLastUsedRequest();
request.setAccessKeyId("");
try {
GetAccessKeylLastUsedResult result = client.getAccessKeylLastUsed(request);
System.out.println(result.toString());
} catch (Exception e) {
e.printStackTrace();
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7.1.12 UpdateAccessKey
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private static void updateAccessKey(AmazonIdentityManagement client) {
UpdateAccessKeyRequest request = new UpdateAccessKeyRequest();
// The name of the IAM user whose AccessKey will be updated

// request.setUserName("");
// AccessKeyID

// request.setAccessKeyId("");
// The status of the access key, values: Active/Inactive

// request.setStatus("Active");
try {

client.updateAccessKey(request);

System.out.println(request + " updateAccessKey success!");
} catch (Exception e) {

e.printStackTrace();
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7.1.13 DeleteAccessKey
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private static void deleteAccessKey(AmazonIdentityManagement client) {
DeleteAccessKeyRequest request = new DeleteAccessKeyRequest();
// The name of IAM user whose AccessKey will be deleted
// request.setUserName("");
// The ID of the AccessKey to be deleted
// request.setAccessKeyId("");
try {
client.deleteAccessKey(request);
System.out.println(request + " deleteAccessKey success!");
} catch (Exception e) {
e.printStackTrace();
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7.1.14 GetSessionToken
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private static void getSessionToken(AmazonIdentityManagement client) {
GetSessionTokenRequest request = new GetSessionTokenRequest();

request.setDurationSeconds(7200); // Unit: seconds

String policyText = " {
+ " 'Version':'2012-10-17",
+ " 'Id':"http referer policy example',
+ " ‘Statement’:[
+ {
+ " 'Sid':'1",
+ " '"Effect':'Deny’,

// + " "Effect':'Allow’,

+ " "Principal’:{
+ " "AWS' [
+ " PR
+ 1
" b
+ " "Action':'s3:*"',
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+ " ‘Resource':'arn:aws:s3:::" + "BUCKET_NAME" " "
+ " ‘Condition':{ "
+ " ‘StringLike':{ "
+ " 'aws:Referer':[ "
+ " YR
+ " 1 "
+ " J
+ " o
+ " }o"
+ " 1 "
+ " P
request.setPolicyDocument(policyText);
try {

GetSessionTokenResult result = client.getSessionToken(request);
System.out.println(result.getCredentials().getAccessKeyId());
System.out.println(result.getCredentials().getSecretAccessKey());
System.out.println(result.getCredentials().getSessionToken());

} catch (Exception e) {
e.printStackTrace();
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7.1.15 CreatelLoginProfile
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private static void createLoginProfile(AmazonIdentityManagement client) {
CreatelLoginProfileRequest request = new CreatelLoginProfileRequest();
request.setUserName("userl");
// Login password
request.setPassword("");
// Whether the IAM user needs to reset the password after logging into the
console with the initial password
// The default value is false
request.setPasswordResetRequired(true);
try {
CreatelLoginProfileResult result = client.createLoginProfile(request);
System.out.println("createLoginProfile success!" +
"\n" + result.toString());
} catch (Exception e) {

e.printStackTrace();
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7.1.16 GetLoginProfile
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private static void getLoginProfile(AmazonIdentityManagement client) {
GetLoginProfileRequest request = new GetLoginProfileRequest();
request.setUserName("userl");
try {
GetLoginProfileResult result = client.getlLoginProfile(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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7.1.17 UpdateLoginProfile
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private static void updateLoginProfile(AmazonIdentityManagement client) {

UpdateLoginProfileRequest request = new UpdateLoginProfileRequest();

request.setUserName("userl");
request.setPassword("");
// Whether the IAM user needs to reset the password after logging into the
console with the initial password
request.setPasswordResetRequired(true);
try {
client.updateLoginProfile(request);

System.out.println(request + " updateLoginProfile success!");
} catch (Exception e) {

e.printStackTrace();
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7.1.18 DeleteLoginProfile
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private static void deletelLoginProfile(AmazonIdentityManagement client) {
DeletelLoginProfileRequest request = new DeleteLoginProfileRequest();
request.setUserName("userl");
try {
client.deletelLoginProfile(request);
System.out.println(request + " deletelLoginProfile success!");
} catch (Exception e) {

e.printStackTrace();
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7.1.19 ChangePassword
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private static void changePassword(AmazonIdentityManagement client) {
ChangePasswordRequest request = new ChangePasswordRequest();
request.setNewPassword("");
request.setOldPassword("");

try {

client.changePassword(request);

System.out.println(request + " changePassword success!");
} catch (Exception e) {

e.printStackTrace();
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7.1.20 CreateVirtualMFADevice
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private static void createVirtualMFADevice(AmazonIdentityManagement client) {
String deviceName = "MFAName";
CreateVirtualMFADeviceRequest request = new CreateVirtualMFADeviceRequest();
request.setVirtualMFADeviceName(deviceName);
try (FileOutputStream fos = new FileOutputStream("")) {
CreateVirtualMFADeviceResult result = client.createVirtualMFADevice(request);
// Obtain the string-type MFA device key

System.out.println("MFA device key: +
result.getVirtualMFADevice().getBase32StringSeedStr());

// Obtain the ByteBuffer type MFA device key

java.nio.ByteBuffer bbf = result.getVirtualMFADevice().getBase32StringSeed();

// Obtain the serial number that uniquely identifies the MFA device

System.out.println("MFA serialNumber: " +
result.getVirtualMFADevice().getSerialNumber());

// Generate the MFA key QR code

fos.write(result.getVirtualMFADevice().getQRCodePNG().array());

} catch (AmazonClientException | IOException e) {

e.printStackTrace();
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7.1.21 EnableMFADevice
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private static void enableMFADevice(AmazonIdentityManagement client) {
EnableMFADeviceRequest request = new EnableMFADeviceRequest();
// The verification code issued by the virtual MFA device is a six-digit code
request.setAuthenticationCodel("");
// The six-digit verification code issued by the MFA device following
AuthenticationCodel
request.setAuthenticationCode2("");
// The serial number that uniquely identifies the MFA device.
// For virtual MFA devices, the serial number is the device ARN
request.setSerialNumber("");
request.setUserName("userl");

try {

client.enableMFADevice(request);

System.out.println(request + " enableMFADevice success!");
} catch (Exception e) {

e.printStackTrace();
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private static void ListVirtualMFADevices(AmazonIdentityManagement client) {
try {
ListVirtualMFADevicesRequest request = new ListVirtualMFADevicesRequest();
// Specifies the assignment status of the virtual MFA device to be listed
// request.setAssignmentStatus(AssignmentStatusType.Assigned);
// Set it to the value of the Marker element in the response
// that you received to indicate where the next call should start
// request.setMarker("");
// The maximum number of items returned in the response
// request.setMaxItems(10);
ListVirtualMFADevicesResult result = client.listVirtualMFADevices();
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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private static void ListMFADevices(AmazonIdentityManagement client) {
ListMFADevicesRequest request = new ListMFADevicesRequest();
// The name of the IAM user
request.setUserName("userl");
// Set it to the value of the Marker element in the response that
// you received to indicate where the next call should start
// request.setMarker("");
// The maximum number of items returned in the response
// request.setMaxItems(10);
try {
ListMFADevicesResult result = client.listMFADevices(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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private static void deactivateMFADevice(AmazonIdentityManagement client) {
DeactivateMFADeviceRequest request = new DeactivateMFADeviceRequest();
request.setUserName("userl");
request.setSerialNumber("");
try {
client.deactivateMFADevice(request);
System.out.println(request + " deactivateMFADevice success!");
} catch (Exception e) {
e.printStackTrace();
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private static void deleteVirtualMFADevice(AmazonIdentityManagement client) {
DeleteVirtualMFADeviceRequest request = new DeleteVirtualMFADeviceRequest();
request.setSerialNumber("");
try {
client.deleteVirtualMFADevice(request);
System.out.println(request + " deleteVirtualMFADevice success!");
} catch (Exception e) {
e.printStackTrace();
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private static void createGroup(AmazonIdentityManagement client) {
CreateGroupRequest request = new CreateGroupRequest();
request.setGroupName("groupNamel");
try {
CreateGroupResult createGroupResult = client.createGroup(request);
System.out.println("createGroup success!" +
"\n" + createGroupResult.getGroup().getArn());
} catch (Exception e) {

e.printStackTrace();
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private static void getGroup(AmazonIdentityManagement client) {
GetGroupRequest request = new GetGroupRequest();
// The name of the IAM user group
request.setGroupName("groupNamel");
// Set it to the value of the Marker element in the response that
// you received to indicate where the next call should start
// request.setMarker("");
// The maximum number of items returned in the response
// request.setMaxItems(10);
try {
GetGroupResult result = client.getGroup(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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7.2.3 AddUserToGroup
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private static void addUserToGroup(AmazonIdentityManagement client) {
AddUserToGroupRequest request = new AddUserToGroupRequest();
request.setGroupName("groupNamel");
request.setUserName("userl");
try {
client.addUserToGroup(request);
System.out.println("addUserToGroup success!");
} catch (Exception e) {

e.printStackTrace();
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7.2.4 RemoveUserFromGroup
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private static void removeUserFromGroup(AmazonIdentityManagement client) {
RemoveUserFromGroupRequest request = new RemoveUserFromGroupRequest();
request.setGroupName("groupNamel");
request.setUserName("userl");

try {

client.removeUserFromGroup(request);

System.out.println(request + " removeUserFromGroup success!");
} catch (Exception e) {

e.printStackTrace();
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private static void listGroups(AmazonIdentityManagement client) {
ListGroupsRequest request = new ListGroupsRequest();
request.setGroupName("groupNamel");
// This parameter should only be used when paginating results and only after
receiving a response indicating that the results have been truncated
// Set it to the value of the Marker element from the response you received, to
indicate where the next call should start
request.setMarker("marker");
// Set the maximum number of items you want in the response
// If there are additional items exceeding the maximum you specified, the
IsTruncated response element will be true
// If this parameter is not included, the default number of items will be 100
request.setMaxItems(100);
try {
ListGroupsResult result = client.listGroups(request);
System.out.println(result.toString());
} catch (Exception e) {
e.printStackTrace();
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private static void deleteGroup(AmazonIdentityManagement client) {

DeleteGroupRequest request = new DeleteGroupRequest();
request.setGroupName("groupNamel");
try {

client.deleteGroup(request);

System.out.println(request + " deleteGroup success!");
} catch (Exception e) {

e.printStackTrace();
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7.3.1 CreatePolicy
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private static void createPolicy(AmazonIdentityManagement client) {
CreatePolicyRequest request = new CreatePolicyRequest();
request.setPolicyName("policyName");
request.setPolicyDocument("{\"Version\":\"2012-10-17\""
+
",\"Statement\":[{\"Effect\":\"Allow\",\"Action\":\"*\",\"Resource\":\"*\"}]1}");
// The description of the policy
// request.setDescription("");
try {
CreatePolicyResult result = client.createPolicy(request);
System.out.println("createPolicy success!" +
"\n" + result.toString());
} catch (Exception e) {
e.printStackTrace();
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private static void getPolicy(AmazonIdentityManagement client) {
GetPolicyRequest request = new GetPolicyRequest();
// This can be obtained through the createPolicy interface
request.setPolicyArn("");
try {
GetPolicyResult result = client.getPolicy(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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private static void listPolicies(AmazonIdentityManagement client) {

ListPoliciesRequest request = new ListPoliciesRequest();

// Pagination token. This parameter will be returned in the previous response
when there are additional policies to return

// When viewing hidden items, this parameter needs to be included in the request
parameters

request.setMarker("policyName");

// Set the maximum number of items to return in the response

// When viewing hidden items, you need to include the value of the Marker
response parameter

request.setMaxItems(10);

// Used to indicate whether to display only the policies associated with IAM
users or IAM user groups. The default value is false

request.setOnlyAttached(true);

// Permission policy name

// It can be queried with fuzzy matching

request.setPolicyName("testPolicy");

// Scope used to filter policies, default is All: Local | 00S | All

request.setScope("Local");

try {

ListPoliciesResult result = client.listPolicies(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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private static void listEntitiesForPolicy(AmazonIdentityManagement client) {
ListEntitiesForPolicyRequest request = new ListEntitiesForPolicyRequest();
// This can be obtained through the createPolicy interface
request.setPolicyArn("");
// Specifies the type of the entity to filter
// request.setEntityFilter("");
// Set it to the value of the Marker element in the response
// that you received to indicate where the next call should start
// request.setMarker("");
// The maximum number of items returned in the response
// request.setMaxItems(10);
try {
ListEntitiesForPolicyResult result = client.listEntitiesForPolicy(request);
System.out.println(result.toString());
} catch (Exception e) {
e.printStackTrace();
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private static void deletePolicy(AmazonIdentityManagement client) {

DeletePolicyRequest request = new DeletePolicyRequest();
// This can be obtained through the createPolicy interface
request.setPolicyArn("");
try {

client.deletePolicy(request);

System.out.println(request + " deletePolicy success!");
} catch (Exception e) {

e.printStackTrace();
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private static void attachUserPolicy(AmazonIdentityManagement client) {
AttachUserPolicyRequest request = new AttachUserPolicyRequest();
request.setUserName("userl");
// This can be obtained through the createPolicy interface
request.setPolicyArn("");
try {
AttachUserPolicyResult result = client.attachUserPolicy(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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private static void listAttachedUserPolicies(AmazonIdentityManagement client) {
ListAttachedUserPoliciesRequest request = new ListAttachedUserPoliciesRequest();
// The name of the IAM user
request.setUserName("userl");
// Set it to the value of the Marker element in the response
// that you received to indicate where the next call should start
// request.setMarker("");
// The maximum number of items returned in the response
// request.setMaxItems(10);
try {
ListAttachedUserPoliciesResult result =
client.listAttachedUserPolicies(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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private static void detachUserPolicy(AmazonIdentityManagement client) {

DetachUserPolicyRequest request = new DetachUserPolicyRequest();
request.setUserName("userl");
// This can be obtained through the createPolicy interface
request.setPolicyArn("");
try {

client.detachUserPolicy(request);

System.out.println(request + " detachUserPolicy success!");
} catch (Exception e) {

e.printStackTrace();
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private static void attachGroupPolicy(AmazonIdentityManagement client) {
AttachGroupPolicyRequest request = new AttachGroupPolicyRequest();
request.setGroupName("groupName");
// This can be obtained through the createPolicy interface
request.setPolicyArn("");
try {
client.attachGroupPolicy(request);
System.out.println("attachGroupPolicy success!");
} catch (Exception e) {

e.printStackTrace();
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private static void listAttachedGroupPolicies(AmazonIdentityManagement client) {
ListAttachedGroupPoliciesRequest request = new ListAttachedGroupPoliciesRequest();
// The name of the IAM group to list attached
request.setGroupName("groupName");
// Set it to the value of the Marker element in the response
// that you received to indicate where the next call should start
// request.setMarker("");
// The maximum number of items returned in the response
// request.setMaxItems(10);
try {
ListAttachedGroupPoliciesResult result =
client.listAttachedGroupPolicies(request);
System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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private static void detachGroupPolicy(AmazonIdentityManagement client) {

DetachGroupPolicyRequest request = new DetachGroupPolicyRequest();
request.setGroupName("groupName");
// This can be obtained through the createPolicy interface
request.setPolicyArn("");
try {

client.detachGroupPolicy(request);

System.out.println(request + " detachGroupPolicy success!");
} catch (Exception e) {

e.printStackTrace();
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private static void updateAccountPasswordPolicy(AmazonIdentityManagement client) {

UpdateAccountPasswordPolicyRequest request = new UpdateAccountPasswordPolicyRequest();
// Whether IAM users are allowed to change their console passwords. The default value is true

request.setAllowUsersToChangePassword(true);

// Whether to prevent users from changing their passwords after the console password
has expired

request.setHardExpiry(true);

// The password validity period for IAM users, ranging from © to 1095 days, where ©
means never expires. The default value is ©

request.setMaxPasswordAge(100);

// The minimum length for the console login password, ranging from 8 to 128. The
default value is 8

request.setMinimumPasswordLength(8);

// When specifying a new login password for the IAM user, it cannot be the same as any
of the previous X passwords

// Value ranges from © to 24, where @ means that IAM users are not prevented from
setting a previous login password as the new login password

// The default value is @

request.setPasswordReusePrevention(2);

// Specify whether the console login password must include lowercase letters (a-z). The
default value is true

request.setRequireLowercaseCharacters(true);

// Specify whether the console login password must include numbers (©0-9). The default
value is true.

request.setRequireNumbers(true);

// Specify whether the console login password must include special characters: ! @ #
$%~&* () _+-=[1{yI"

// The default value is false

request.setRequireSymbols(true);

// Specify whether the console login password must include uppercase letters (A-Z). The

default value is false
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request.setRequireUppercaseCharacters(true);

try {
client.updateAccountPasswordPolicy(request);

System.out.println(request + " updateAccountPasswordPolicy success!");
} catch (Exception e) {

e.printStackTrace();
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private static void getAccountPasswordPolicy(AmazonIdentityManagement client) {
GetAccountPasswordPolicyRequest request = new GetAccountPasswordPolicyRequest();

try {

GetAccountPasswordPolicyResult result = client.getAccountPasswordPolicy(request);

System.out.println(result.toString());
} catch (Exception e) {

e.printStackTrace();
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private static void deleteAccountPasswordPolicy(AmazonIdentityManagement client) {
DeleteAccountPasswordPolicyRequest request = new
DeleteAccountPasswordPolicyRequest();
try {
client.deleteAccountPasswordPolicy(request);
System.out.println(request + " deleteAccountPasswordPolicy success!");
} catch (Exception e) {
e.printStackTrace();
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private static void updateAccountLoginSecurityPolicy(AmazonIdentityManagement client) {

UpdateAccountLoginSecurityPolicyRequest request = new
UpdateAccountLoginSecurityPolicyRequest();

// Optional.Set the time limit for failed login attempts. Unit: minutes, default
is 15

request.setPeriodWithLoginFailures(15);

// Optional.Set the number of consecutive login failures allowed for IAM users
within a specified time,

// with a default value of 5 and a range of 5 to 15

request.setlLoginFailedTimes(5);

// Optional.Set the duration for which IAM users are locked out, in minutes,

// with a default of 15 and a range from 15 to 60

request.setLockoutDuration(15);

// Optional.Set whether IAM users are allowed to log in from multiple clients at
the same time; the default value is true

request.setAllowSingleUsersSimultaneousLogin(true);

// Optional.Set the duration to keep the session active when an IAM user logs
into the console and there is no activity, in minutes,

// with a default of 30 and a range from 10 to 30

request.setSessionDuration(390);

try {
client.updateAccountlLoginSecurityPolicy(request);

System.out.println(request + " updateAccountlLoginSecurityPolicy success!");
} catch (Exception e) {

e.printStackTrace();
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private static void getAccountLoginSecurityPolicy(AmazonIdentityManagement client) {
GetAccountLoginSecurityPolicyRequest request = new GetAccountLoginSecurityPolicyRequest();
try {
GetAccountLoginSecurityPolicyResult result =
client.getAccountLoginSecurityPolicy(request);
System.out.println(result.toString());
} catch (Exception e) {
e.printStackTrace();
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private static void deleteAccountLoginSecurityPolicy(AmazonIdentityManagement client) {
DeleteAccountLoginSecurityPolicyRequest request = new
DeleteAccountLoginSecurityPolicyRequest();
try {
client.deleteAccountLoginSecurityPolicy(request);
System.out.println(request + " deleteAccountlLoginSecurityPolicy success!");
} catch (Exception e) {
e.printStackTrace();
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private static void getAccountSummary(AmazonIdentityManagement client) {
GetAccountSummaryRequest request = new GetAccountSummaryRequest();
try {
GetAccountSummaryResult result = client.getAccountSummary(request);
System.out.println(result.toString());
} catch (Exception e) {
e.printStackTrace();
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® HIFRINEZEY (AES) : 4/ ikl AES B 2N, SHEEREREN: AES/GCM.

® JEXIARINEE (RSA) : A FIEEL RSA B R %8NS, HHELEHIEN: RSA-
OAEP-SHAL.
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8.2 METHIE
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X-amz-key-v2 h0 o e %
X-amz-iv BENLA IR aa A & .

X-amz-unencrypted-content-length
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X-amz-tag-len

i Fl AEAD Jin# A E (Authenticated Encryption with
Associated Data) B [IFRiC K
HUE: “128.

X-amz-matdesc
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X-amz-wrap-alg
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® NIFREE: "AES/GCM/NoPadding".

® JIEXIFREIL: "RSA-OAEP-SHAL".
URAAELE L O, 7R FH P A FH AR A 1 % B 2
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x-amz-cek-alg

FITASE FH ) A0 o 2 B
HUE: “AES/GCM/NoPadding” .
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] AES B3 3= 3 B I IR A7

String KEY_DIR = "D:\\sdk-java\\branch\\sdk-java-
test\\6.5.8\\src\\cn\\ctyun\\sdktest\\keyDir";
SecretKey secretKey = AESUtil.loadSymmetricAESKey(KEY_DIR, "secret_oos.key");

RS
ZH 3D BB LR
KEY _DIR F B A A E &
secret_00s.key FEHARI AR &

] RSA @ 3 HIIF IR A7

KeyPair keyPair

String KEY_DIR = "D:\\sdk-java\\branch\\sdk-java-
test\\6.5.8\\src\\cn\\ctyun\\sdktest\\keyDir";

RSAUtil.loadRSAKeyPair(KEY_DIR, "public_oos.key", "private_ oos.key");

BHRSH
ZH i3 R W
KEY _DIR F B A A B &
public_oos.key WNEAAPR o T2 S I ST A FH ) 25 5H &
private_00s.key A TR 0 25 7 i e 55 IS5 FH B35 4K &
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8.4.1 AIREH
B I A jar £4: Bouncy Castle jar.
00S JAVA SDK #2444 Bouncy Castle jar, 15 512 150 H 445 Bouncy Castle jar,
15 FF 25 2 P s iNHE A 4% Bouncy Castle jar ME—, Ao,

8.4.2 MEBEFimmibl
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W&ok E, AR R ZF) | http/https WML AR B RS
ClientConfiguration clientConfiguration= new ClientConfiguration();
clientConfiguration.setConnectionTimeout (100000);
clientConfiguration.setSocketTimeout (100000) ;
clientConfiguration.setProtocol(Protocol.HTTP);
clientConfiguration.setMaxConnections(100);
clientConfiguration.setMaxErrorRetry(0);
/% E va %4 (false N v2 &%)
System.setProperty(SDKGlobalConfiguration.ENABLE_S3 SIGV4_SYSTEM_PROPERTY, "true");
/1 BN E T RO B 75 3, R BB R I A MR A TR B
SecretKey secretKey = AESUtil.loadSymmetricAESKey(KEY_DIR, "secret_oosl");
/1 WA 25 7 i
AmazonS3EncryptionV2 s3EncryptionV2 = AmazonS3EncryptionClientV2Builder.standard()
.withEncryptionMaterialsProvider(new
StaticEncryptionMaterialsProvider(new EncryptionMaterials(secretKey)
.addDescription("test", "testObject")))
.withClientConfiguration(clientConfiguration)
.withCredentialsProvider(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(AK ,SK)))
.withCryptoConfiguration(new CryptoConfigurationVv2()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption)
// .withUnsafeUndecryptableObjectPassthrough(false)
.withStorageMode(CryptoStorageMode.ObjectMetadata))
.withPayloadSigningEnabled(true)
.withEndpoint (00S_DOMAIN)
.build();
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QU AR RRINE 2 7 S s i h -

/1P CE, AIEERE R (PR . http/https PR LS SR IEHSE .
ClientConfiguration clientConfiguration = new ClientConfiguration();
clientConfiguration.setConnectionTimeout (100000) ;
clientConfiguration.setSocketTimeout (100000);
clientConfiguration.setProtocol(Protocol.HTTP);
clientConfiguration.setMaxConnections(100);
clientConfiguration.setMaxErrorRetry(0);
[/ HE va %4 (false N v2 Z4)
System.setProperty(SDKGlobalConfiguration.ENABLE_S3_SIGV4_SYSTEM PROPERTY, "true");
/ /BB I T KO AR AR IR 77, RN BE 3% S A MR A A IR AL
KeyPair keyPair = RSAUtil.loadRSAKeyPair(KEY_DIR, "public_oos", "private_oos");
/1 WIGRAINEE 25 7 S
AmazonS3EncryptionV2 s3EncryptionV2 = AmazonS3EncryptionClientV2Builder.standard()
.withEncryptionMaterialsProvider(new
StaticEncryptionMaterialsProvider(new EncryptionMaterials(keyPair)
.addDescription("test", "testObject")))
.withClientConfiguration(clientConfiguration)
.withCredentialsProvider(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(AK ,SK)))
.withCryptoConfiguration(new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption)
// .withUnsafeUndecryptableObjectPassthrough(false)
.withStorageMode(CryptoStorageMode.ObjectMetadata))
.withPayloadSigningEnabled(true)
.withEndpoint(00S_DOMAIN)

.build();
SRR
EE B =y
IR
EncryptionMaterials FEH. =
Description FEPRMREE . 26 RS oER x- &
amz-matdesc 1.
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ClientConfiguration

IR R EAE D .

Fm

CredentialsProvider

FH P i AK 1 SK.

Fm

CryptoConfiguration

TN AR HIBC EAE 2

Fm

CryptoMode

I,

HUH -

® AuthenticatedEncryption: X
AES/GCM. AESWrap 250N 75 .

® StrictAuthenticatedEncryption: K]
AES/GCM. AESWrap ZEiAiE N 77,
A SRR AR ZR B ) ST AR A AR I
HHATRT, B ZeRE.

ERIMEA StrictAuthenticatedEncryption.

HERE: T NIST #E#1) AESIGCM )22 4tk

PR, AEIX AR T AT DU ) i O JBOR

ANCAFE BT ) (R BR 1l 72 2%0-32, El~64

G. TEffifH AES-GCM BT, TETFaRE

PR 2 AT, BB . X

Fe N T IR U N 5 A B L.

oA

UnsafeUndecryptableObjectPassthrough

WA N HERER A R BINHEEE, &
T MAEAEE UG LT B T 80t
PiBH: CryptoMode & & N
AuthenticatedEncryption I}, 775 B S I
1B, SN

IR

® ture: HE .

® false: AEHEETH.

ERINE Y false.

oA

StorageMode

G ElIDEER AT Bave

iyl
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WA :

® ObjectMetadata: #1545 ]
ObjectMetadata 3t T/ HN% A5 S A7
FEINE SR el b
ER: JUEIER RN 2 KiB IR .

® InstructionFile: WA H InstructionFile
R, N A5 SR A7 A FE B 8 4
A, SR AR LR S N SO
[F]f¥) Bucket ., S5 sk — [ bA%
Wb SO A R A A 0 2 A 5K 1) e R A
B FoAth o8 5 BAAFAE S header
H,

R\{E A ObjectMetadata.

PayloadSigningEnabled

% E content-sha256 —F PRI

HUAH -

® true: % E content-sha256 —E AL .
® false: ANiXHE.

ERINMEA false.

iyl

183




=2 T

y.N
Smﬁﬁ OO0S SDK Java JF k& 165 V6

8.5 PUT Object
fsi Fl hngs % i _E A% Object #4F, AR =B 40T

s3EncryptionV2.putObject (BUCKET_NAME, OBJECT_NAME, FILE);

BERSH
ZH 3% RB VR
BUCKET_NAME Bucket & FK. &
OBJECT_NAME AT A FR &
FILE AR SRR A &
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8.6 Get Object
5 FH N2 25 7 i idt AT T 2% Object A, AR~ 40T

s3EncryptionV2.getObject (BUCKET_NAME, OBJECT_NAME);

HRSH
M| i) B UH
BUCKET _NAME: Bucket ZFK. &
OBJECT_NAME RO TR &
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ik P s 2 P s 2B AT IUER Object $54F

TR AEAINE % BRSO, I SRAFAE InstructionFile SO U2 A A0 MRS o

(NEVRLIEE

s3EncryptionV2.deleteObject(BUCKET_NAME, OBJECT_NAME);

HRSH
ZH iR B UHR
BUCKET _NAME Bucket % FK. &
OBJECT_NAME BB ST 44 R &
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8.8 Initial Multipart Upload

i F s 2 P AT WA A — A B AR, AR B R .

private static String initiateMultipartUpload(AmazonS3EncryptionV2 client, String
objectName) {
InitiateMultipartUploadRequest request = new
InitiateMultipartUploadRequest(BUCKET_NAME, objectName);
InitiateMultipartUploadResult res = client.initiateMultipartUpload(request);
String uploadID = res.getUploadId();

return uploadID;

}
WRSH
S 3% BB WA
BUCKET _NAME Bucket % FK. &
OBJECT_NAME WIGEI U 4 FR &
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8.9 Upload Part

8 R R s 2 P kAT 20 bA%

R BAEW R C, BRiRE RO, HREA R IRN LR 16 T RS . I
sty v EAR S, EAR SR ol VS FHAIRT AR AL IS AR (R DN 25 e B . BRI i AR

B N-1 ey BRSOk Ing 58 N B, FrPLA AmazonS3EncryptionClient A% 358 43 4 251 & 2

ZEHARFR. SN, FEINE ZHETE I, JoiA A A A RS,

(%N

private static String uploadPart(AmazonS3EncryptionV2 client, String uploadId, int
currentPartNumber, long currentPartSize, List<PartETag> parts, long partNum, long
offset) {
boolean islLastPart = currentPartNumber == partNum;
UploadPartRequest request = new UploadPartRequest()
.withUploadId(uploadId)
.withFile(FILE)
.withBucketName (BUCKET_NAME)
.withKey(OBJECT_NAME)
.withPartNumber(currentPartNumber)
.withPartSize(currentPartSize)
.withLastPart(isLastPart);
if (currentPartNumber != 1) {
request.setFileOffset(offset);
}
UploadPartResult res = client.uploadPart(request);
String eTag = res.getPartETag().getETag();
PartETag e = new PartETag(currentPartNumber, eTag);
parts.add(e);

return eTag;

}
HRSH
2% ik BB UK
client RIUE A e BRI 25 7 i o &
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uploadld WItEA 53 i (9145 21 () uploadld. s
currentPartNumber EARRRE LA &
currentPartSize EAE P EIR AN &
parts TRAFFTA © B4R 5 1 eTag 18 - &
partNum B AR AN &
offset A3 P AEREARSTAT i &
BUCKET_NAME Bucket & FK. &
OBJECT_NAME AR =
FILE AR HE
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8.10 Complete Multipart Upload

il P s 2 P S AT 5 9 AT A A% i B se e ko i e AR R, ARG Rl n R

private static void completeMultipartUpload(AmazonS3EncryptionV2 client) {
long partSize = 5 * 1024 * 1024; // 5MiB
String uploadId = initiateMultipartUpload(client, OBJECT_NAME);
long partNum = (FILE.length() % partSize) == @ ? FILE.length() / partSize :
(FILE.length() / partSize) + 1;
List<PartETag> parts = new ArraylList<>();
for (int i = 1; i <= partNum; i++) {
long offset = (i-1) * partSize;
long currentPartSize = (i == partNum ? FILE.length() - (partSize * (i - 1))
partSize);

uploadPart(client, uploadId, i, currentPartSize, parts, partNum, offset);

CompleteMultipartUploadRequest request = new

CompleteMultipartUploadRequest(BUCKET_NAME, OBJECT_NAME, uploadId, parts);
CompleteMultipartUploadResult result = client.completeMultipartUpload(request);
System.out.println(result.toString());

}
HRSH
ZH Eii:3%) BB
client WIUEA I 03 2 7 i o e
uploadld WIgaA 7 ik (9145 217 uploadid. poA
parts RAFFTA & B4R 5> i eTag fH . &
BUCKET NAME Bucket 4K &
OBJECT_NAME AT A4 FR &
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8.11 Abort Multipart Upload
F RN % 7 w6 b — IR o AR ERAE, AR

private static void abortMultipart(AmazonS3EncryptionV2 client, String uploadId) {
AbortMultipartUploadRequest request = new
AbortMultipartUploadRequest (BUCKET_NAME, OBJECT_NAME, uploadId);

client.abortMultipartUpload(request);

}
HRSH
ZH 3D BB LR
client HIhEAY, e BN 2 28 7 i o e
uploadld 1k 7 i) uploadld. &
BUCKET _NAME Bucket 14 FK &
OBJECT_NAME Hab gy SR 4 e
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